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Campus Name

Date

Location
AGENDA

9:00

Welcome and Introductions (Facilitator)



Overview of the SSAT Charge and Committee



Objectives for the Day

9:15

Review of Hazard/Threat Event Descriptions


Review of Probability and Severity Metrics

Review of Risk Assessment Model (Model expert)

Review of OptionFinder Tool (Technology expert) 

10:00

Hazard Risk Assessment (Model Expert/Facilitator)

a.  Natural Hazards

b. Technological Hazards

c.  Human-related Hazards

d. Terrorism Hazards

12:00

Lunch

12:30

Continue Risk Assessment

2:30

Results from the Risk Assessment (Record keeper)



Discussion of Vulnerabilities and Mitigation Strategies (Facilitator)

3:30

Next Steps / Close

II

Recommended Campus Workgroup

An inter-disciplinary team approach to campus-wide Hazard Vulnerability Assessment is required to complete a comprehensive and measured analysis that captures critical campus perspectives.  Workgroup participants from each functional area listed below are recommended by SSAT.  Some campuses may have already formed similar standing committees that can serve this purpose.

Department representatives should be senior managers (Director or Assistant Director level) in order to provide requisite institutional experience and knowledge regarding campus hazards and related impacts, and applicable mitigation measures.

Architects & Engineers (A&E)


Police/Security Services

Controller





Provost’s Office – Research

Emergency Manager




Provost’s Office – Teaching

Environment, Health & Safety (EH&S)

Public Information Officer

Facilities/Physical Plant



Risk Management

Fire/Fire Marshal




Senior Executive – Policy Group

Housing & Dining Services



Student Affairs

Human Resources (HR)



Student Health Services

Info Technology (IT)/Telecommunications

Agricultural Operations*



Planning Office




Medical Center Emergency Planner*

*If applicable to campus

III

Hazard/Threat Event Descriptions

NOTE:  unless otherwise specified, all events occur during the middle of a “typical” academic instruction weekday while classes are in session and all staff are present.
I.  Natural Hazards/Events
1.  Flood
Campus stream has a 100-year magnitude flood event, causing flooding on campus (if applicable).  Alternatively, a large water storage tank on or adjacent to campus fails or an upstream dam fails, resulting in downstream flash flooding on campus (choose the worst case scenario).

2.  Landslide/mudslide
Localized land/mudslide occurs on unstable hillside during severe rainstorm event.  Consider campus vulnerability based on facilities located on or near potentially unstable hillsides.

3.  High Winds
High winds topple a number of large trees on central campus, causing damage to structures and power lines adjacent to the trees.

4.  Wildfire
Wildland fire starts upwind of campus during high fire danger conditions during peak fire season and bumps up against periphery of central campus.  Consider campus layout (number of vulnerable campus facilities adjacent to wildland areas), local topography, and adjacent wildland vegetation fuel loading.

5.  Catastrophic Earthquake
Maximum credible earthquake (“the big one”) occurs on a nearby fault.  Assume there is structural collapse of some buildings and significant structural and non-structural damage to other campus buildings.  Consider vulnerability of campus buildings (based on extent of structural and non-structural mitigation).  Casualties are commensurate with size and scope of predicted earthquake.

6.  Tsunami – Coastal
A series of very large coastal waves bumps up against coastal periphery of campus, causing flooding and structural damage.  Consider campus layout (number of vulnerable campus facilities adjacent to coastal areas) and locally predicted maximum event (only applies to coastal campuses).

II.  Technological Hazards

1.  Power Failure
Widespread campus power failure for minimum of 12 hours.  Consider vulnerability of campus electrical distribution system.  Damages and overall impacts commensurate with past campus power outages.

2.  Water Supply Disruption
Widespread campus water supply disruption for minimum of 12 hours.  Consider vulnerability of campus water distribution system.  Damages and overall impacts commensurate with past major water main breaks or other disruption of campus water supply.

3.  Telecommunications System Failure
Widespread campus voice communications systems failure (telephone/cellular systems) for minimum of 12 hours.  Consider vulnerability of campus telecommunications systems.  Impacts commensurate with past campus telecommunications failures.

4.  Information Technology Infrastructure Disruption
Centrally managed campus IT systems (network mainframe/servers) disrupted for minimum of 12 hours due to hacking activity or technical malfunction.  Consider vulnerability of central campus IT systems.  Damages and overall impacts commensurate with similar past campus IT failures.

5.  Residential Building Fire
Major fire starts in the middle of the night at UC-owned/operated multi-unit residential facility while occupants are asleep, and quickly spreads to a significant portion of the building.  Consider vulnerability of campus residential buildings (sprinkler protection, building age and construction, etc.).

6.  Central Administration or Laboratory Building Fire
Main campus administration building heavily damaged by fire.  Alternatively, major fire in a lab research building - hazardous materials complicate response and fire suppression (choose the scenario that has greatest campus-wide impact).

7.  Accidental Hazmat Release
Airborne toxic gas plume spreads out of a laboratory into other areas of a major lab building, and then escapes into the outside air.

III.  Human-related Events
1.  Public Health Emergency
An outbreak of a highly contagious disease occurs in the campus community, resulting in significant widespread illness (greater than a typical flu outbreak).

2.  Sports/Public Event Disturbance
A significant disturbance occurs following a scheduled campus public event.  Impacts commensurate with past campus experiences.

3.  Workplace Violence
Gunman shoots staff members in an administration building and then takes a small group of staff hostage.

4.  Civil Disturbance
A spontaneous “riot” breaks out and spreads onto the central campus.  Impacts commensurate with past campus experiences.

IV.  Terrorism Events

1.  Truck Bomb
A small truck filled with explosives is detonated adjacent to a likely campus target, destroying or severely damaging nearby facilities, causing additional damage through flying fragments/shrapnel within a larger radius, and causing casualties in the affected area.

2.  Mail/package Bomb
A mail package bomb is detonated inside a campus office, causing damage to the office and adjacent offices, and causing casualties in the immediate area.

3.  Active Shooter
Shooter(s) opens fire with an automatic weapon in a high pedestrian traffic area on campus (ie. central campus plaza) during busy hour, causing multiple casualties.

4.  Intentional Biological Agent Release
An infectious agent (i.e. - anthrax) is intentionally released inside a campus building, resulting in a limited number of illnesses (anthrax is not contagious - it is thought to be a flu outbreak for the first few days).  There are limited casualties but many “worried well” persons.  There is no physical damage to facilities, although decontamination is required.

5.  Intentional Radiological Material Release
A small radiological device (“dirty bomb”) is detonated outside a campus building.  The actual area of contamination and radiation exposure is minimal.  Several persons are injured and exposed to radiation in the initial explosion.  There is hysteria in the greater campus community.  There is relatively minor damage to the building, but there is significant radiological contamination of the immediate blast area.

6.  Theft of ‘Select Agent’
Samples of a highly infectious “select” biological agent or toxin is stolen from a research laboratory.  No one is injured or infected, but the media has learned of the incident and there is extensive press coverage.

7.  Animal/Crop Vandalism
An animal research lab (or genetically engineered crops) is vandalized or destroyed.  No one is injured in the attack, but valuable equipment and/or plant collections/specimens are destroyed.

IV

Probability & Severity Metrics

I.  Probability Metric

1. Consider the number of occurrences on your campus over the past 25 years, the number of similar events at other Universities, and any changes or trends that could affect the frequency of this event on your campus.

Estimate the likelihood this event will occur in next 25 years.

1. Not applicable (will not occur)

2. Doubtful (not likely)

3. Possible (could occur)

4. Probable (very likely to occur)

5. Inevitable (will occur)

II.  Severity Metrics

A.  Human Impact

1. If this event has occurred in the past on your campus, what were the extent of injuries and deaths that occurred?

1. None, or this event has never occurred on campus

2. Few minor injuries

3. Multiple minor injuries or a major injury

4. Multiple major injuries or a death 
5. Multiple deaths and major injuries
2. Consider the potential for injuries or deaths from this event on your campus or from similar events at other universities, and any changes or trends that would affect future injuries and deaths from this type of event.
Estimate the number of injuries and deaths that could result from this event.

1. None

2. Few minor injuries

3. Multiple minor injuries or possible major injury
4. Multiple major injuries or possible death

5. Multiple deaths and major injuries

B.  Facilities Impact

1. Consider the vulnerability of your central campus facilities to this event.  (See the attached page for a list of typical campus facilities.)

Estimate the extent of damage to central campus facilities.
1. Little or no damage

2. Mild damage to several facilities

3. Moderate damage to multiple facilities
4. Severe damage to multiple facilities
5. Extensive damage to most facilities
2. Considering the extent of damage to central campus facilities, estimate the total cost to respond to the event and repair or replace all damaged facilities.

1. Less than $1 million

2. Between $1 million and $10 million

3. Between $10 million and $100 million
4. Between $100 million and $1 billion
5. More than $1 billion
C.  Institutional Impact

1. If this event occurred on your campus, estimate the duration of interruption to campus-wide teaching and research activities and business operations.

1. Hours
2. Days
3. Weeks
4. Months
5. Year or longer
2. To what extent would this event negatively impact the campus reputation or public image over the long term?

1. None

2. Minor
3. Moderate
4. Significant

5. Severe

Campus Facilities

1.  
Lab Research buildings

2.  
General Classroom buildings

3.  
Large auditorium/lecture halls

4.  
Main Library and branch libraries

5.  
Animal care/vivarium facilities

6.
Agricultural/crop operations

7. 
Residence halls and Dining halls

8   
Student Healthcare facility

9.
Central Administration building

10.  
Public Safety building(s)

11.  
Central IT data center

12. 
Central telecomm switching facility

13.  
CoGen/Steam plant

14.  
Electrical substation(s)

15.  
Utility systems (water-sewer/power-gas systems)

16.  
Bulk fuel/gas/water storage tanks/facilities

17.  
Hazardous waste handling facility

18.
Roadways, sidewalks, bridges

19.
Performing arts center

20.
Sports stadium

V

 Risk Assessment Model

The Risk Assessment model is designed to quantify and document the probability and overall severity of various types of threat events or hazards (natural, technological, human, and terrorism).  For each threat event, the probability and impact estimates from the OptionFinder voting tool are combined [(Probability x Impact)] to quantify the relative risk of each threat event. The relative risk provides a basis to identify and evaluate existing mitigation and recovery efforts to determine if there are significant campus vulnerabilities.

The Risk Assessment model is based on an excel spreadsheet with straightforward calculations.  Participants will use OptionFinder to determine an average score for each question that will then be used to complete the spreadsheet model.  For each threat event, participants will answer one question representing probability of occurrence, and then evaluate six impact questions across three different categories (human impact, facilities impact and institutional impact).  All six estimates for impact are averaged to produce an overall severity score.  The assumption is that threat events that affect all three categories would have greater overall impact to a campus than events whose impacts are limited to just facilities or people.  The overall severity score and the probability are then combined to create a relative risk score for each threat event.  

Once all the threat events have been evaluated, the results are sorted from high to low to produce a relative risk ranking of threat exposures.  The results will then be discussed with the group to determine reasonableness and validity.  The results of this risk assessment should provide a basis to evaluate adequacy of Campus mitigation measures and recovery planning for the most significant campus threats.    

	 
	 
	SEVERITY = MAGNITUDE of IMPACTS
	 
	 

	THREAT EVENT
	PROBABILITY
	HUMAN IMPACT
	FACILITIES IMPACT
	INSTITUTIONAL IMPACT
	SEVERITY
	RELATIVE RISK

	 
	Relative likelihood this will occur
	Potential death or injury
	Physical losses and damages
	Interruption research & teaching
	Relative Severity (Overall Impact)
	(Probability times severity)

	SCORE                              
	1 = N/A                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable 
	Question 1
	Question 2
	Question 1
	Question 2
	Question 1
	Question 2
	1 = Minimal                      2 = Minor                  3 = Moderate            4 = Significant                  5 = Severe 
	1   = Lowest              25 = Highest


VI

OptionFinder Tool

OptionFinder is a voting tool that allows meeting participants to respond anonymously to questions that are presented during a facilitated meeting.  This wireless technology provides for rapid gathering of data and displaying of participant votes.  Questions and resulting graphs are displayed on a projector during the meeting for group observation and discussion.

For the purpose of the campus risk assessments, the tool will be used to answer probability and impact questions for each of the hazard/threat events.  This data will be entered into the Risk Assessment Model to calculate the relative campus risk ranking (probability x impact) of each threat event.
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VII.

CAMPUS HAZARD MITIGATION STRATEGY

Goal

Each campus shall develop and implement a strategy to eliminate hazards or mitigate the impacts of hazards that cannot be eliminated.  Each campus should strive to reduce vulnerability to all potential hazards in an effort to reduce losses and disruption, and become safer and more secure.

Mitigation Strategy

The mitigation strategy shall be based on the relatively ranked list of campus threats produced by the Risk Assessment Model.  The strategy should also consider campus institutional priorities and operational experience, highly valued or irreplaceable assets identified to be vulnerable, and cost-benefit analysis.  The strategy should focus on the greatest campus vulnerabilities and establish prioritized interim and long-term actions to reduce campus risks.  A list of the highest priority mitigation measures recommended for implementation and “best practices” already implemented will be documented in the campus mitigation strategy.

Campus Mitigation Strategy Development

1.  Identify Vulnerable Locations/Critical Assets

For each of the threat events, identify specific vulnerable campus locations or critical/irreplaceable/high value facilities or collections at risk (if applicable).

2.  Identify Mitigation Measures

For each of the threat events, list all potential interim and long-term mitigation measures that could be implemented, taking into consideration site-specific vulnerable locations and key/critical assets (also list all measures that have already been implemented).

3.  Develop Campus Mitigation Strategy

Considering campus institutional priorities, operational experience, and cost-benefit analysis, develop an overall campus mitigation strategy including campus priorities and goals and objectives.  Based on this campus strategy, develop a master list of all “high” priority interim and long-term mitigation measures recommended for implementation.  Identify “best practices” that have been successfully implemented.

4.  Develop Implementation Strategy for “High” Priority Measures

Develop an implementation strategy for all recommended “high” priority campus mitigation measures including potential funding sources, oversight responsibility, and a projected implementation timeline.

Mitigation Strategy Development Instructions

1.
Complete a mitigation measure template for each one of the campus’ greatest threats (“top ten” at a minimum, based on the Risk Assessment model ranked list - delineate a breakpoint based on total relative risk scores).  The campus may also choose to complete a template for any or all of the other threats determined to be significant based on campus experience, institutional priorities, special interests, irreplaceable assets identified to be at risk, etc.

2.
For each threat event selected for analysis, identify all specific vulnerable campus locations or critical/irreplaceable/highly valued assets at risk from that threat (if applicable).

3.
List all existing and potential interim (short-term) and long-term mitigation measures corresponding to each threat event.  Brainstorm on as many potential mitigation measures as possible – to assist you, see the attached list of “General Types of Mitigation Measures” for ideas and examples of different types of campus mitigation measures.  There are some threats that cannot be feasibly or practically prevented or reduced – in these cases, the campus should focus on its emergency response capabilities to mitigate the impacts of the event.  Roughly estimate the costs to implement each individual mitigation measure.  Mitigation measures already successfully and cost-effectively implemented should be identified as “Best Practices” that can be shared with other campuses.

4.
After completing and reviewing all of the mitigation measure templates, develop an overall campus mitigation strategy based on institutional priorities, operational experience, and cost-benefit analysis.  The campus strategy should summarize campus priorities as well as goals and objectives.   Based on the campus strategy, assign a campus implementation priority (“low-medium-high”) to all individual mitigation measures listed on the templates.  Compile a master list of all “high” priority interim and long-term mitigation measures recommended for implementation.  For each “high” priority mitigation measure, develop an implementation strategy including potential funding sources, project/program oversight responsibility, and projected implementation timeline.

5.
Please complete the overall campus mitigation strategy within one month and send it along with all of the individual mitigation measure templates to:



Director Johnny Torrez



UCOP



1111 Franklin St. 6th floor



Oakland, CA  94607

or via email attachment to:
johnny.torrez@ucop.edu
General Types of Mitigation Measures

1.  
Use of applicable building construction standards/specifications



ex.) 
exceeding life safety-based seismic codes




using fire-resistant building materials or fireproofing




floodproofing structures




installing sprinkler systems




crime prevention through building design

2.  
Relocation, retrofitting, or removal of at-risk structures



ex.) 
structural seismic retrofits

non-structural seismic mitigation measures 

utility protective measures

raising elevation of flood-prone structures

relocating critical facilities

3.  
Hazard avoidance – siting of campus facilities



ex.) avoid floodplains, steep slopes, fault zones, fire danger zones

4.   
Removal or elimination of the hazard



ex.)  
terrorism threat recognition/intervention

5.
Reduction or limitation of amount/size of the hazard



ex.) 
vegetation/fuel management

flood control measures

crime prevention through site design

6.
Separation of hazard from campus facilities/personnel



ex.) 
fire breaks

maintaining setbacks/buffer zones

vehicle access barriers

7.
Modification of basic hazard characteristics

8.
Control of rate of release of hazard



ex.)
 flood water retention facilities

9.
Provision of protective systems/equipment for physical/cyber risks



ex.) 
safeguards and security measures

building access controls

building perimeter/interior security systems

surveillance systems

facility security assessments/plans/procedures

select agent inventory/tracking systems

select agent access controls

select agent shipping/receiving/transfer protocol

laboratory staff security procedures




IT system and data security measures

10.
Establishment of hazard warning and communication procedures



ex.) 
campus-wide alerting and warning systems

awareness/education programs

11.
Continuity and Recovery Plans (redundancy or duplication of essential personnel, critical systems, equipment, information, operations, or materials)


ex.) 
installing backup systems




alternate facilities/sites




utility infrastructure redundancy/robustness




alternate/backup IT/data systems




emergency generators/power supplies




emergency supplies/equipment




emergency finance/procurement procedures




vendor contracts/inter-campus agreements




vital records protection/management




alternative processes/procedures




recovery priorities/sequences




designated staff training

References:  

Building a Disaster-Resistant University, FEMA 2003.

http://www.fema.gov/fima/dru.shtm
Strategic Plan for Loss Reduction and Risk Management, UC Berkeley Office of the Vice Provost and the Disaster-Resistant University Steering Committee, 2000.

http://www-iurd.ced.berkeley.edu/pub/WP-2000-03.pdf
Mitigation Planning Guides:  Developing the Mitigation Plan, FEMA 386-3 (2003), and

Integrating Manmade Hazards Into Mitigation Planning, FEMA 386-7 (2003).

http://www.fema.gov/fima/planhowto.shtm
Laboratory Security and Emergency Response Guidance for Laboratories Working with Select Agents, Biosafety in Microbiological and Biomedical Laboratories (BMBL), 4th ed., US Centers for Disease Control & Prevention, CDC 1999.

http://www.cdc.gov/od/ohs/biosfty/bmbl4/b4af.htm
National Fire Protection Association (NFPA) 1600 Standard on Disaster/Emergency Management & Business Continuity Programs, NFPA 2004.

http://www.nfpa.org/PDF/nfpa1600.pdf?src=nfpa
Reference Manual to Mitigate Potential Terrorist Attacks Against Buildings.  FEMA Manual 426, FEMA 2003.

http://www.fema.gov/fima/rmsp.shtm
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