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When analyzing an organization’s risk profile, you need to not only evaluate what risks exist, but also determine what current mitigation activities are in place.  Based on this assessment, you can determine whether your control structure is sufficient, or if additional controls may be required.  In Bulletin #11, University of California Office of Risk Services presented the results of a study conducted to identify some of the most common risks facing the higher education industry.  We have updated and added to the risks contained in this list based on feedback received, and identified some of the activities the University of California engages in, either at a systemwide level, or at each individual campus level, to mitigate these risks.  The table below lists samples of these mitigations, and identifies related tracking and monitoring systems:
	 
	Management and Mitigation
	Dashboards, Monitoring, & Reporting

	Hazard Risks
	 
	 

	Domestic terrorism (animal rights activists, eco-terrorists, stem-cell research opponents, etc.)
	· System-wide liaison with law enforcement;

· Additional training of campus law enforcement; 

· Improved security measures; 

· Hardening of buildings; 

· Communication and response protocols
	Tracked in claims system, reviewed at least monthly, and reported to FBI at least monthly.

	Catastrophic natural event (earthquake, fire, etc.)
	· Mission Continuity UC Ready;

· Emergency Management; 

· Seismic safety and retrofitting programs
	 OASIS system; ERMIS system

	Pandemic
	· Mission Continuity UC Ready; 

· Emergency Management; 

· Pandemic Plans
	Monitored by Emergency Managers and reported out by Risk Services Emergency Manager

	Laboratory safety
	· ISEM Policy; 

· Safety Programs; 

· BSAS Funding;
· Safety Program Guidelines for Principal Investigators (Policy) (Sample);
· Hazardous waste management programs
	Reported by Local EH&S; EH&S Directors Workgroup is currently developing systems

	Facilities and grounds safety
	· BSAS Funding;
· Building Maintenance Services;
· Grounds and Landscape Service
	ERMIS system

	Financial Risks
	
	 

	Conflicts of interest in financial transactions and agreements*
	· Annual Conflict of Interest Reporting Systemwide by Designated Officials; 
· Business Contract Policies; 
· Conflict of Interest Coordinators; 
· Whistle Blower system; 
· Administrative Responsibilities Handbook (Principles of Conflict of Interest) (Sample)
	Annual Conflict of Interest Reports by Designated Officials; Whistle blower system; Internal Audit Annual Report to The Regents

	Budget impairment
	· External Financing Program; 

· Budget Officers; 

· UC President working with Governor and Legislature
	Working with External Financing on leveraging ERMIS System; 

	Ineffective auxiliary management
	· All campuses have programs focused on Operational Excellence (Sample);
· ASUCXX Bylaws and Constitutions (Sample);
· Open Meetings;
· Long Range Plans (Sample)
	Reported on local websites

	Non-compliant cost transfers
	· Extramural Funds Accounting Units;
· Operating Guidance; 
· Financial Systems separating roles of initiator, approver and ledger reviewer; 
· Internal Audit; 

· Internal Control Program; 

· Local Training Programs (Sample); 
· Administrative Responsibilities Handbook - Finance (Sample)
	UC Tracker (Ledger Review); General and Payroll Ledger Reviews; Reported at local level (Documentation Requirements); PI Ledger Review; Audit Reports

	Insufficient oversight over third-party vendors
	· Strategic Sourcing Initiative; 
· Business Contracts unit (Sample) and Materiel Management Divisions (Sample) on campuses; 
· Separation of Duties on vendor payments; 
· Accounts Payable reviews; 
	Working with Strategic Sourcing to leverage ERMIS System

	Improper governmental activities including fraud, embezzlement, or misuse of university resources
	· Whistle Blower system, Policies and Hotlines; 

· Locally Designated Officials; 

· Investigations Work Groups (Sample); 

· Ethics Compliance and Audit Program; 

· Internal Control Program; 
	Large losses >$1million reported in claims system; Whistle Blower system; Internal Audit Quarterly and Annual Reports; Investigations

	Loss of federal/state or private healthcare funding due to quality of health care issues and/or noncompliance with funding source requirements

(Medicare Conditions of Participation, Medi-Cal, state law re payment for adverse events, private health insurance plans, etc.)
	· Medical Center Compliance Programs; 

· Financial Policies and Procedures; 

· Extramural Accounting approval of research cost transfers; 

· Internal Control Program; 

· Ethics Compliance and Audit Program
	Compliance and Audit Reporting; General Ledger reviews certifying validity of cost transfers; Cost transfers routing to Extramural Accounting; UC Tracker; A-133 Annual Audit by PricewaterhouseCoopers

	Improper Use of Funds
	· Separation of Duties enforced by financial and payroll systems routing and assignment of user roles; 

· Internal Controls Program; 

· Ethics Compliance and Audit Program; 

· Administrative Responsibilities Handbook - Principles of Financial Management (Sample)
	UC Tracker; General and Payroll Ledger Reviews; business rules built into systems; Compliance Reviews; Internal Audits

	Information Technology Risks 

	Unauthorized/Inappropriate data modification 
	· CIOs systemwide and at campuses; 
· Management Guide for Information Security at UC; 

· BFB IS-3 Electronic Information Security policy; 

· Cyber-Safety Programs and work groups (Sample); 

· Internal Audit – IS audits (Core Audit Programs); 

· Internal Control Program;  
· Network Security Programs including firewall services; 
· User training and roles management; 
· Web application security (e.g., standard coding practices)
	Reported at local level; Annual Security Reports; 

Monitoring of activities by application super users, database administrators and systems administrators; General and Payroll Ledger Reviews; Systems logs monitoring; Intrusion Detection Systems

	Security Breaches, including unauthorized access
	· CIOs systemwide and at campuses; 

· Access control enforcement (passwords, tokens) (BFB IS-11); 

· Encryption, especially laptops (BFB IS-3, Sec. III.C.2.g); 

· User authentication; 

· Anti-spyware software (BFB IS-3, Sec. IV.D); 

· Data removal from obsolete computers (Policy, Appendix B); 

· Frequent software patch updates (BFB IS-3, Sec IV.C)
· Training
	Monitored and reported at local level; Intrusion Detection Systems; Annual Security Reports; Local monitoring of activities by application super users, database administrators and systems administrators; Systems logs monitoring; Monitoring for password and account sharing

	Decentralization of systems leading to data inconsistencies and fragmentation
	· Senior Leadership has recently put in place stronger controls in this area; 

· Development and Maintenance Standards (BFB IS-10) and related local policies
	Reported at local level; Programming quality assurance and testing; Approvals by programming managers and users before moving new systems or changes to production

	Disclosure of confidential information (personally identifying information (PII) or health care info)*
	· CIOs systemwide and at campuses; 

· Electronic Information Security (BFB IS-3);

· Encryption of sensitive information, especially on laptops (BFB IS-3, Sec III.C.2.g); 

· Local policies limiting downloads and storage of personal information (Sample); 

· Removal of partial information (e.g., partial SSNs); 

· Health Sciences Compliance Programs (BFB IS-3, Sec III.D.5) 
· Ethics Compliance and Audit Program; 

· Internal Control Program; 
	Monitored and reported at local level.  Notifications to impacted parties generated in compliance with SB 1386/BFB IS-3; Health Sciences Compliance Monitoring

	Obsolescence of systems/technology
	· Institutional Data Management and Governance Initiative (Sample); 

· Local computer replacement cycles; 

· Systems life cycle management
	Reported at local level; Help Desk reports; system performance monitoring

	Lack of common data definitions
	· Institutional Data Management and Governance Initiative (Sample); 
· UC Systems Development and Maintenance Standards (BFB IS-10); 

· Electronic Information Security: Change Management  (BFB IS-3)
	Reported at local level; Systems Development reviews and approvals

	Inability to recover from system loss or extended downtime
	· Mission Continuity UC Ready; 

· Disaster Recovery Plans (Sample); 

· Systemwide and local backup and recovery policies and procedures (BFB IS-3, Sec. III.C.2.c.ii and BFB IS-12); 

· Electronic Information Security: Incident Response Planning and Notification Procedures (BFB IS-3)
	ERMIS system; UC Ready; Emergency plan testing

	Lack of comfort with third-party vendor system security
	· Contract Language; Indemnity requirements; Certificates of insurance; 

· Electronic Information Security: Third Party Agreements(BFB IS-3); 
· UC Systems Development and Maintenance Standards: Vendor Package Purchase (BFB IS-10) 
	UC Insurance Tracker; Monitoring to ensure systems meet requirements and are appropriately secure

	Human Resources Risks
	
	 

	Personnel issues or workplace violence
	· Police services (Sample);
· Threat Management Teams and Programs; 
· Employee assistance programs; 
· Mediation Services; 
· Workplace Violence Prevention programs and committees; 
· Policies and training
	Security alarm monitoring; Claims systems; Law Enforcement Systems; Clery Crime Statistics; Other Crime Statistics

	Liability (Patients, Property, etc)
	· 6% Prescription; 

· BSAS Funding;

· Innovation Access Programs connecting research and industry;

· Intellectual Property Management Policies and Programs
	ERMIS System

	Workers' compensation claims
	· BSAS Program; 

· Claims Management (TPA); 

· Policies (BFB BUS-73, ISEM) 
	ERMIS System; Retroactive Reviews

	Employee recruitment and retention
	· Retention Issues and Solutions Initiative; 
· Programs: Principles of Community, Work-Life Balance (Sample), Wellness (Sample),  and Training & Development (Sample); 
· Online Recruitment Systems (Sample); 
· UC Statement of Ethical Values and Standards of Ethical Conduct
	ERMIS System

	Research Risks
	
	 

	Research misconduct, such as falsification of data or results, or non-disclosure of research dangers
	· Research Compliance and Integrity Offices; 

· Research Compliance Policies (Certifications and Manuals); 

· Ethics Compliance and Audit Program; 

· Internal Control Program; 

· Whistle Blower Program; 

· Mandatory Ethics Training
	Whistle blower system; Claims System; Investigations of allegations of research misconduct

	Intellectual property infringement
	· Office of Research: Divisions of Innovation Access and Research Technology & Industrial Alliances, and Intellectual Property Officers; 

· Industry collaboration guides; 

· Web-based resources; 

· Administrative Responsibilities Handbook -Research Affairs: Intellectual Property (Sample)
	Claims System; Web-based resources 

	Inadequate lab processes and practices for the promotion of environmental health and safety
	· ISEM Policy; 

· Safety Programs; 

· BSAS Funding; 

· Chemical and Laboratory Safety Programs (Sample); 

· Hazardous materials and waste programs (Sample);
· IACUC Policies and Guidelines
	ERMIS System; EH&S Directors developing systems

	Unethical/unapproved human/animal subject research
	· Whistle Blower Program; 

· Institutional Review Boards (IRBs) (Sample); 

· Institutional Animal Care and Use Policies and Committees; 

· Centers for Animal Alternatives;  

· Education Certification in use of animals or human subjects (Sample)
	Protocol review and approval process for human and animal subjects.  Claims System for misusing Human Subject or Animals

	Threats to safety of researchers
	· Threat and Security Program (Sample); 

· Hardening of homes (Sample); 

· Coordination with law enforcement
	Claims systems; Law Enforcement Systems

	Compliance Risks
	
	 

	Regulatory fines or penalties
	· Sponsored projects offices and extramural funds accounting offices;

· Whistle Blower system; 

· Ethics Compliance and Audit Program; 

· Internal Control Program; 

· Administrative Responsibilities Handbook - Principles of Regulatory Compliance (Sample)
	Working on including in ERMIS System; 

	Non-compliance with sponsoring agency regulations and agreement terms and conditions*
	· Routings of transactions for approval before payment; 

· Certification of payment in ledgers; 

· Whistle Blower system; 

· Ethics Compliance and Audit Program
	Working on including in ERMIS System; General and Payroll Ledger Reviews; PI Ledger Review

	Inconsistent application of compliance policies and investigation techniques*
	· Whistle Blower system; 

· Ethics Compliance and Audit Program; 

· Internal Control program; 

· Administrative Responsibilities Handbook - Principles of Regulatory Compliance (Sample)
	Reported at local level; General and Payroll Ledger Reviews; PI Ledger Review

	Insufficient response to new regulation*
	· Links to regulations are included on campus and systemwide policy websites
	 Users can sign up to be notified of policy changes

	Cost sharing procedures are not compliant with federal requirements
	· Cost Sharing Procedures (Ch. 5, UCOP C&G Manual, Sample); 
· Effort Reporting (Sample) and Cost Share Tracking System (Sample)
	Cost Sharing System (CSS)

	Effort reports inaccurate, insufficient, or incomplete*
	· Effort Report Compliance Initiative;  

· Effort Reporting (Sample) and Cost Share Tracking System (Sample)
	Effort Reporting System (ERS); OMB Circular A-133 audits performed annually by external auditors

	Agreement terms and conditions not met, but funds used
	· Whistle Blower system; 

· Ethics Compliance and Audit Program; 

· Extramural Funds Accounting: Award Closeout Procedures and Checklist
	Reported at local level; Project Closeout Reviews; General and Payroll Ledger Reviews 

	Failure to maintain equipment inventories in accordance with grant requirements
	· Equipment Management Policies; 

· Internal Audit Review 
	Maintenance Insurance Program; looking to deploy the included equipment inventory database system-wide; Periodic physical inventories and certifications of equipment

	Sub-recipients not managed appropriately
	· UCOP Operating Guidance (Contracts and Grants Manual on Subrecipient Monitoring); 

· Training and Best Practices documents
· Internal Audit Review;
	Reported at local level; OMB Circular A-133 Audit performed annually by external auditors

	Assumption of inappropriate liability exposure
	· Procedures for authorization to expend funds prior to receipt of award (Request Form)
	Appropriateness of expenditures monitored General Ledger, Payroll Ledger and PI Ledger Reviews

	Campus Life Risks
	
	 

	Sports/public event disturbances
	· Safety & Security programs; 

· Emergency Management;
· Campus Connexions Program;
· Safety programs such as Safe Party Initiatives, and Community Safety Programs (Sample)
	Campus Police Departments; Claims System

	Student mental health
	· Student Health Clinics; 

· Threat Management Team; 

· Student Affairs
	Reported at local level

	Inappropriate athletic recruiting
	· Conflict of Interest Policies; 

· NCAA Regulations; 

· Internal Audit Review
	Claims System, UC Action

	Acts of Intolerance*
	· System-wide and local work groups; 

· Formal reporting and response protocols; 
· Principles of Community and codes of conduct (Sample); 
· Diversity Awareness Training
	Incident reporting and response procedures

	General safety and security of students and visitors, on and off campus
	· Safety & Security programs; 

· Emergency Management;
· BSAS Programs; 

· Travel Insurance Program (UC TRIPS); 

· Background checks; 

· Safety programs such as Safe Party Initiatives, and Community Safety Programs (Sample)
	UC TRIPS system; ERMIS System; looking to deploy People Locator Systemwide; Claims and Incident Reporting System

	Facilities & Maintenance Risks

	Deferred maintenance
	· External Financing Program; 

· Work groups addressing deferred maintenance (Sample); 

· Capital Finance Plans;
· Deferred Maintenance and Capital Renewal Plans
	Reported at local level

	Increase in energy costs
	· Sustainability efforts through energy conservation and developing alternative sources (Sample); 

· Energy Conservation Programs;
· Energy Conservation Training and Newsletters
	Campus monitoring of energy use

	Equipment/facility malfunction
	· Maintenance Insurance Program: looking to deploy the included equipment inventory database system-wide; 

· Building Maintenance Services (Sample)
	Pilot Maintenance Insurance program : looking to deploy system-wide; OASYS database; Claims system

	Property Damage/Loss from fire 
	· Fire Departments at campuses and in surrounding communities (Sample);
· Fire Prevention Plans and Policies;
· Designated Campus Fire Marshals
	Fire Department Annual Reports


 * FY 2010/11 Systemwide Compliance Risk Priorities, per the Systemwide Compliance Plan
Note:  The mitigations and data reporting indicated in this document are just a sample of the activities taking place at UC to mitigate and manage risk.
This list provides good examples of current activities being deployed to reduce the impact and/or likelihood of these common risks.  As the University’s risk environment evolves, so will this list, and we anticipate it will be updated at least every 6-12 months.  Note this version contains links to related policies, tools, and sample campus or medical center mitigation activities.  If you have any risks or mitigations you would like to have added to the list, or if you have any questions, please contact the ORS at (510) 987-9821 or at erm@ucop.edu.
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