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1 Introduction

Dr Dale F Cooper, a Director of Broadleaf, is a founding member of the joint Standards Australia and
Standards New Zealand Technical Committee OB-007 that developed the Australian and New
Zealand Standard on risk management, AS/NZS 4360:2004 [7], and the associated Handbook [8], and
Grant Purdy, an Associate Director of Broadleaf, is currently Chair of the Committee. Dennis
Goodwin is also a member of the committee. The Standard was developed in response to a perceived
need for practical assistance in applying risk management in public sector and private sector
organisations. It has since become one of the most popular Standards in publication, and a range of
supporting handbooks has been prepared.

At least part of the focus on the importance of risk management and the drive for a Standard was
stimulated by the release of the NSW Government Risk Management Guidelines in 1993 [6] and their
designation as NSW Government policy for all capital works expenditure above $5 million. Dr
Cooper made substantial contributions to the NSW Guidelines, whose structure is very similar to that
of the Standard.

The approach of the Standard has since been adopted by the Australian Government [2, 3, 4], a range

of large public companies [1 , for example] and the UK National Health Service. A more detailed
description of the approach and its practical implementation is provided in our recent book [5].

2 Approach

The risk management process set out in the Standard is illustrated in the diagram.
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The key features of each stage are described below.

3 Context

Risk identification is often seen as the heart of risk management, but as the diagram shows, it is not
the first step in the process. To be able to recognise a risk it is necessary to know what is at risk. The
first step in the standard process is to define the context of the risk assessment, which falls into two
parts, one descriptive and the other creative.

3.1 Descriptive

To ensure that all significant risks are captured, it is necessary to know the objectives of the enterprise
within which risks are to be managed. This is the descriptive part of the context analysis.

Where the enterprise is part of a larger organisation, it is common sense as well as good practice to
understand the relationship between its objectives and those of the larger organisation. Checking the
alignment between objectives at various levels in the organisation ensures that no important
assumptions or unspoken objectives are ignored.

In addition to checking with the level above, an enterprise’s objectives must be reconciled with those
of any stakeholders who have a say in its operations. Stakeholder analysis can play an important part
in demonstrating the integrity of the process, but it has a vital functional role too. If objectives are
defined without reference to the concerns of individuals or groups with influence over the enterprise’s
operations, it is likely that issues will be left out which will disrupt the risk management process when
they do eventually come to light. These may be stakeholders’ objectives which could have been
accommodated, or inevitable conflicts which could have been managed if they were addressed early
enough.

Objectives lie at the heart of the context definition, and they are linked into the risk management

process via criteria for measuring success. Success criteria are the basis for measuring the

achievement of objectives, and so are used to measure the impact of anything which might jeopardise

those objectives, the consequences of risks. To be effective, success criteria must:

- Be concise, providing the smallest number of measures which allows all significant impacts to
be assessed;

- Cover all aspects of success, so that no significant impacts will go unmeasured;
- Define how measurements are to be made, whether in qualitative or quantitative terms;
- Separate the impact of a risk from the likelihood of its occurrence.

Success criteria are generally associated with a clear preference for the direction in which they are to
be driven. All else being equal, costs and response times are to be minimised, service levels and
revenue are to be maximised. In contrast with this, a KPIl need not necessarily be driven up or down
to assure success. It might simply represent useful information.

To summarise, the descriptive part of context analysis produces:
- A concise set of objectives for the enterprise;

- A note of the stakeholders whose concerns must be taken into account to ensure success;
- A summary of the stakeholders’ objectives;

- A small set of success criteria by which the achievement of the enterprise’s objectives and so
the significance of risks can be measured, giving separate consideration to the likelihood or
frequency of an outcome and its impact.
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3.2 Creative

The second part of the context analysis is creative rather than descriptive. Risk identification will
generally be unproductive if an attempt is made to consider an enterprise as a whole. It is much more
cost-effective to break it into components for risk identification. The components are described as
key elements in the Standard.

Key elements are a set of topics to be considered one by one during risk identification. Each topic is
somewhat narrower than the concept of the enterprise as a whole, allowing those performing the
identification to focus their thoughts and go into more depth than they would if they tried to deal with
the whole enterprise in one go. A well designed set of key elements will stimulate creative thought,
and ensure that all important issues are put before those responsible for identifying risks.

The construction of an effective set of key elements can be a demanding task. The set must be
complete, in that it covers all significant issues. However, as the number of key elements tends to
drive the duration of the risk identification activity, it must also be contained to an appropriate scale.
Finally, it must balance sufficient specific language to stimulate the identification of risks against
enough generality to avoid prejudging the identification process.

4 Identification

Risk identification itself is typically addressed in two ways, one prescriptive and the other creative.
Both have a role to play, but they must be carefully managed to ensure that the process is cost-
effective.

Efforts to simplify the identification of risks and minimise the demands on those who perform this
function, often lead to the use of checklists of standard risks which are known to arise in a particular
context. Checklists are quick to use, but tend to precondition the expectations of those involved, and
block the identification of risks which go beyond the experience encapsulated in the list. The
temptation to use checklists can be strong, but if they are to have a role it is best that they be reserved
for reviewing the identification process, and ensuring that no known issues have been left out.

The preferred approach to identifying risks is brainstorming in a group workshop This is a little more
demanding on the participants than the use of checklists but significantly more effective.
Brainstorming allows the identification process to draw on the creative capacity of the participants,
reducing the danger that insufficient attention will be given to new and emerging issues, as can
happen with checklist techniques.

A structured workshop is the most effective format for a brainstorming process. If this is impractical,
alternatives such as structured interviews by skilled consultants, or questionnaires and written surveys
can be used. The cost-effectiveness of these alternatives is likely to be lower than the preferred
approach though.

Whatever form of brainstorming is adopted, it is imperative that any checklists, or other
predetermined views of the risks which might arise, be excluded from consideration until after the
brainstorming, or at least that attention should not be drawn to them in advance. Experience and
knowledge will always form a valuable part of the risk identification process. The way the process is
managed must ensure that this historical information does not block out a creative assessment of the
future, where matters which have never been seen before might arise, and the balance between
familiar risks might shift dramatically.
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5 Risk Analysis

The analysis stage assigns each risk a significance rating taking into account any existing factors
which will operate to control the risk. For simple risk statements, where the risk can be expressed as
an uncertain event, this can be accomplished with qualitative impact and likelihood scales and a
matrix defining the significance of various combinations of these. Where risks are complex in
themselves, possibly involving several related events and influences, some form of modelling may be
necessary.

Some uncertainties do not lend themselves to being described as events. For instance, a particular
type of behaviour in relation to a public service leading to unplanned costs might be expressed as an
event for a single user; the user will or will not engage in a certain practice. However, where there is
a large number of similar users and it is impracticable to address each one separately in the risk
assessment, the risk might be best described by an estimate of the total level of such behaviour, not an
uncertain event but an uncertain quantity. Uncertain quantities are generally described by their
minimum and maximum values, and the most likely value within that range.

The significance of a risk associated with a well defined event will be a combination of its likelihood
and impact, as mentioned above. The significance of an uncertain quantity will be a function of its
three characteristic values, the minimum, maximum and most likely values.

No matter how risks are described in detail, the outcome of this stage is an initial view of the
significance of the identified risks. It is recognised that, particularly with simple scoring schemes,
risks can be honestly assigned too high or too low a significance on the first pass. The next stage is
designed to review this assignment and adjust it where necessary.

6 Risk Evaluation

Where there are only a few risks at work, the evaluation stage might be relatively light weight.
However, in complex situations and where there are many risks to consider, it is a crucial step towards
achieving an agreed view of the relative importance of the identified risks.

Evaluation takes the initial analysis and reviews it against the organisation’s known priorities and
requirements. Any risks which have been accorded too high or too low a significance are adjusted,
with a record of the fact being retained for tracing purposes.

It is common to find a large number of minor risks being identified, and during evaluation these can
be removed from the process, after due consideration. This screening avoids the process being
bogged down by the sheer volume of information it can generate.

7 Risk Treatment

Risk treatment consists of determining what will be done in response to the identified risks. Any
plans which were in place before the risk management process began, are augmented with measures to
deal with risks before they arise and contingency plans with which to recover if a risk comes to pass.

In addition to these supplementary plans, treatment might also include alteration of the base plans of
an organisation. Occasionally the best way to treat a risk might be to adopt an alternative strategy all
together, to avoid a risk or make the organisation less vulnerable to its consequences.
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8 Monitoring and Review

There are two levels to the underlying monitoring and review component of the process. The outputs
of the other five stages must be kept under review as time moves on. Changes in the environment or
simply the discovery of better information might make the original assessment out of date. It is not
generally necessary to begin the whole process over again when this happens, unless the change is
particularly profound, but those parts which are directly affected by changing circumstances must be
brought up to date.

The second component of this part of the process, is the monitoring of the operation of the other five
stages. The execution of the risk management process absorbs resources and must be managed to
ensure that it is conducted cost-effectively.

9 Communication and Consultation

Consultation and communication is both a key component of the risk management process and a
major beneficial side effect. Successful risk management relies on achieving a high level of creative
input and involving all parties with a role to play in achieving a successful outcome for the project or
business process being addressed. In both the planning and execution of the risk management
process, it is important to ensure that all those who need to be involved are given adequate
opportunity to do so and are kept informed of developments in the understanding of risks and the
measures taken to deal with them.

The operation of the risk management process offers many opportunities for cost-effective
communication between people working on a project or business. The context statement is a concise
summary of the most important features of the task; its objectives and scope, who is involved, how
success will be assessed and how it can be broken into parts for analysis. Participation in a risk
workshop offers opportunities for focussed communication and naturally directs attention towards the
highest priority issues. A risk register based on the workshop output and subsequent treatment
planning provides a concise summary of the major uncertainties being addressed and once again
ensures a focus on high priority issues.
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