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I. EXECUTIVE SUMMARY
This report describes the Hazard Vulnerability Assessment (HVA) initiative, completed under the direction of the system wide Safety, Security and Anti-Terrorism (SSAT) Committee. It reviews goals and objectives for both the SSAT Committee and the HVA initiative, provides an overview of the campus risk assessment process,  summarizes the system wide hazard vulnerability assessment findings and makes recommendations for University wide  risk reduction and mitigation strategies. 
The report identifies, based on the campus risk assessments, the greatest physical threats to the University and, for each of these threats, identifies campus mitigation measures and lists specific recommendations. Finally, it provides an overview of mitigation strategies and programs that apply to all types of physical hazards, and provides relevant general recommendations.

II. BACKGROUND
Safety, Security and Anti-Terrorism (SSAT) Committee Overview

The September 11, 2001, terrorist attacks raised awareness within the University of California (UC) about security issues, including the many physical threats and hazards that may face UC campuses. In Fall 2003, the UC Office of the President formed the system wide Safety, Security and Anti-Terrorism (SSAT) Committee to assess the state of the University with respect to overall security, exposure to threats, and ability to respond to physical hazards, including natural hazards, human-caused events, technological hazards, and terrorist acts.

The mission of the SSAT is to strengthen security and safeguards at the campuses and to enhance crisis- and consequence-management capabilities across the University of California system. The primary goal of the SSAT is to create a consistent and comprehensive system wide framework for physical hazard identification, risk assessment, and mitigation strategy development that allows for individual campus flexibility and maintains campuses’ prerogative to respond to campus-specific concerns and priorities.

To fulfill its charge, the SSAT conducted an assessment of the University’s approaches to hazard mitigation, preparedness, response, and recovery efforts by facilitating a comprehensive risk assessment, or Hazard Vulnerability Assessment (HVA), for each campus. In order to accomplish this, the SSAT committee reviewed existing hazard assessment guidance, tools, and processes, and developed an appropriate, broadly applicable, risk-assessment tool and process for use by the campuses. The SSAT committee was aided in the review and development process by a nationally recognized consultant, James Lee Witt & Associates. Results and analysis derived from these risk assessments are provided in this report.

III. HAZARD VULNERABILITY ASSESSMENT INITIATIVE
Goals & Objectives
The goals of the Hazard Vulnerability Assessment (HVA) process were to:

· assess and rank potential campus threats or hazards, 
· identify any potential campus or system wide vulnerabilities (i.e., gaps or inadequacies in existing mitigation measures)
· promote implementation of hazard mitigation strategies and plans that would help make campuses safer and more secure
· build security awareness, knowledge, and expertise at both the campus and system wide levels
· promote information sharing across the University system about best practices related to threat preparedness. 

Specific objectives of the HVA were to conduct individual campus risk assessments and to develop a system wide ranking for the relative risk of a threat event; to identify vulnerable campus locations or critical/irreplaceable/highly valued facilities or assets; and to identify and assess both existing and potential interim and long-term mitigation measures.

Overview of the Campus Risk Assessment Project

Each campus was charged with conducting a one-day risk assessment session facilitated by SSAT members. To this end, campuses assembled inter-disciplinary workgroups of personnel with the appropriate background, experience, and institutional knowledge required to conduct a comprehensive and measured analysis that would capture all critical campus perspectives. Appendix A contains listings of all campus workgroup participants. Campus workgroups ranged in size from approximately fifteen to thirty-five participants. Workgroup participants used anonymous wireless voting technology to complete the assessment and collect data, which was entered directly into a risk assessment model (Appendix B). The risk assessment model produced a relative risk ranking of threat events based on a series of specific probability and impact metrics.  Results were reviewed by workgroup participants at the end of the session to ensure validity. (See Appendix C for risk assessment ranking results for each campus.) During the weeks following the risk assessment session, campuses identified both existing and potential mitigation measures for each of the highest-ranked threat events. A significant outcome of the campus risk assessment sessions was the inter-departmental information exchange that occurred, leading to increased overall awareness of campus risks and mitigation strategies.

Campus risk assessment results and corresponding mitigation measures for each campus’ highest risks were compiled and analyzed in order to create a University-wide relative risk ranking of all threat events (Section IV below) and to summarize the status of campus mitigation measures.

IV. SYSTEMWIDE RISK ASSESSMENT RESULTS
A system wide threat event ranking was developed based on the results of the campus risk assessments (Table 1). Each column in Table 1 shows the ordinal threat event risk ranking results from each of the campus assessments (the highest ranked campus threat/risk was assigned a value of 1, the second-highest risk assigned of value of 2, etc.). All ten campus ordinal rankings were then combined for each individual threat event to produce a system wide relative risk ranking score (far right column) for each threat event. The entire threat event list was then sorted in ascending order based on the relative risk ranking scores, with the lowest score representing the greatest system wide risk.

The compilation of campus relative risk threat event rankings produces a statistical breakpoint or cutoff that identifies eleven threat events that are most significant for the University. In descending order of relative risk, the highest system wide threat events or hazards are:


1. 
Catastrophic Earthquake


2. 
Laboratory Building Fire


3. 
Workplace Violence

 
4. 
Animal or Crop Eco-terrorism


5. 
Residential Building Fire


6. 
Truck Bomb


7. 
Active Shooter


8. 
High Winds


9. 
Public/Sports Event Disturbance


10.
Public Health Emergency


11. 
Wild land Fire
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Summary of University-wide Threat Event Ranking

The highest system wide threats are composed of four human-related or human-caused events; three natural hazards; two technological hazards; and two terrorist acts. Of the four human-related events, three are related to aberrant behavior (workplace violence; active shooter; and public event disturbance). The three major natural hazards are earthquakes, high wind events, and wild fires. Both technological hazards are building fires (laboratory and multi-unit residential). The two greatest terrorism threats are eco-terrorism (vandalism or destruction of animal research facilities or crops) and a truck bomb.

The remaining thirteen threat events can be statistically divided into two separate groups – the “middle” and “lower” tiers. The middle tier consists of eight threat events including three terrorism events (mail/package bomb and intentional releases of either biological or radiological materials); two natural hazards (flood and landslide/mudslide); two technological hazards (campus wide power failure and accidental hazardous materials release); and one human-related event (civil disturbance). The lower tier comprises the remaining five least significant threat events, none of which were ranked in any campus “top 10” threat list. These five threat events include three technological events (campus wide IT network, water supply, and telecommunications system disruptions); one terrorism event (theft of ‘select agent’); and one natural hazard (coastal tsunami).

Figure 1 below graphically plots all of the threat events according to their relative magnitudes (size of circle) and the average probability and overall impact severity scores from the campus risk assessments.
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V. SYSTEMWIDE MITIGATION MEASURE SUMMARIES & RECOMMENDATIONS

For each of their “top ten” campus threat events, the campuses identified specific campus sites or critical/irreplaceable/high-value facilities or collections (if applicable) that would be vulnerable. Taking into consideration these vulnerable locations and assets, campuses also identified mitigation measures that had already been implemented, as well as potential interim and long-term mitigation measures. Each campus could also choose to conduct mitigation measure analysis for any or all of the other threats determined to be significant based on campus experience, institutional priorities, special interests, and irreplaceable at-risk assets. Campuses then submitted the campus mitigation measure information to the UC Office of the President under attorney-client privilege for further analysis so that any significant system wide vulnerabilities as well as best practices could be identified. 

The following sections summarize campus mitigation measures for each of the highest-ranked system wide threat events based on the information contained in the campus submittals, and provide recommendations specific to each individual threat.

1. Catastrophic Earthquake

By a wide margin, most campuses (except for those located in the less seismically active Central Valley) ranked a major earthquake (of the maximum credible magnitude) as the highest threat. The University has experienced two recent major earthquakes—Loma Prieta (1989) and Northridge (1994). These events resulted in varying levels of campus utilities and communications disruption, hazardous materials releases, and structural building damage. However, no serious casualties or extended campus closures occurred. 

Potential exposure to risk varies depending primarily on the number of structures at the campus rated seismically “poor,” which ranges widely on the campuses from none to over eighty. Earthquake preparedness has long been the focus of University and statewide emergency planning and mitigation programs. There are two universal mitigation strategies: (1) structural building retrofits and (2) non-structural hazard mitigation for building fixtures, furnishings, equipment, and other contents.

The University’s Seismic Safety Program is an ongoing system wide structural retrofit program overseen by each campus. Proposed seismic correctional work is coordinated with fire protection, health and safety upgrades, and rehabilitation or renovations for functional and programmatic improvements, and integrated into the University’s Capital Improvement Program. Table 2 shows the current status of the University’s Seismic Safety Program. One campus has proposed the re-evaluation of building seismic ratings based on new building performance information, as well as the possible revision of University building performance goals, as discussed below.

Table 2.

	Seismic Safety Capital Program Facilities 

	 
	Seismic Program Facilities
	Facilities Completed/Active
	Facilities Remaining/Planned 

	Berkeley 
	124
	41
	83

	Davis 
	36
	30
	6

	Irvine 
	52
	39
	13

	Los Angeles 
	45
	36
	9

	Riverside 
	22
	20
	2

	San Diego 
	24
	24
	0

	San Francisco 
	14
	10
	4

	Santa Barbara 
	25
	19
	6

	Santa Cruz 
	16
	13
	3

	Total 
	358
	232
	126

	 
	 
	 
	 

	Notes: Figures refer to "Poor” and “Very Poor" rated facilities. 

	Figures for period 1990 - Present.
	

	Source: Regents Discussion Item, Committee on Grounds & Buildings; July 19, 2005.


All new University construction meets or exceeds life-safety-based seismic building codes. However, new and retrofitted buildings are designed and built to standards meant only to ensure sufficient structural integrity to allow building occupants to survive and exit the building safely. Building codes and seismic retrofits do not preclude extensive damage or even the total loss of the building. The University anticipates that state or federal disaster relief funding would be available to repair or rebuild damaged or destroyed buildings; however, this does not take into account the long-term campus impacts or the interim loss of research assets and the potential loss of current and future researchers and graduate students to other institutions. This is true of laboratory research facilities, data centers, and key administrative buildings that are highly specialized and not easily or quickly replaced.

The University’s seismic safety program also addresses utilities infrastructure (power, gas, water, sewer, and steam). Many campuses have installed some redundant or backup utility systems. Some campuses still need to assess the vulnerability of their utilities infrastructure and implement engineering measures to ensure survivability.

Even in new or retrofitted buildings, there are potentially substantial non-structural content hazards, especially in laboratory buildings, libraries, and museums where extensive critical, irreplaceable, and highly valued equipment, collections, and research assets are located. Laboratory buildings also contain large quantities of hazardous materials, further complicating and increasing risks. Many campuses have campus wide non-structural hazard mitigation policies and programs. Some campuses perform regular safety or fire inspections to identify non-structural hazards in a systematic fashion.

Recommendations

· Implement non-structural hazard mitigation policies and programs in accordance with the existing University Seismic Safety Policy. Anchoring or securing equipment, fixtures, furnishings, lab chemicals, and other building contents is a cost-effective and widely recommended measure to reduce the risks of injury and to minimize damage to building contents.

· Assess the vulnerability of utilities infrastructure and take prudent long-term steps to minimize damage in accordance with the existing University Seismic Safety Policy. Some campuses still need to implement engineering measures and install back-up systems to ensure continued operation of critical utilities infrastructure.

· Consider the feasibility of securing federal and/or private funding to supplement state and University funding for the system wide Seismic Safety Program to expedite remaining structural retrofits of poorly rated facilities.

· Consider re-evaluation of critical or highly-valued campus facilities to determine if selected facilities warrant upgrading to higher seismic performance levels (from a “survivability” level to a “functional” level).

2. Laboratory Building Fire

Laboratory building fire was ranked as the second-highest system wide threat. Eight campuses included this hazard in their “top 10” threat list. One campus chose to evaluate a major fire in its central administration building in lieu of a lab building fire. The University has experienced three significant lab fires since 2001, including two fires in the same lab; the most recent fire occurred after the building underwent sprinkler retrofit and resulted in damage and dollar loss orders of magnitude lower than the original incident. Campus exposure to risk varies, depending on the number of lab buildings without sprinklers, which varies from only one or two, to twenty or more per campus.

All new buildings undergo plan review and are designed and built to comply with current fire and building codes requiring sprinklers and fire alarm systems. However, there are many older buildings lacking modern fire protection. Some campuses are working on master plans for prioritizing upgrades of fire protection systems. Most campuses have recommended retrofitting sprinklers in currently unprotected buildings, and many campuses have recommended enhancing fire detection/alarm systems. Some campuses have recommended compartmentalizing older buildings by installing fire resistive walls. At least one campus installs fire extinguishing systems in high hazard lab fume hoods.

Fire prevention programs vary by campus with responsibilities spread among different departments. Campus buildings are inspected by fire prevention or facilities staff. One campus has created a comprehensive fire/life safety hazard tracking database to prioritize surveyed buildings and track mitigation efforts. Campus fire prevention programs conduct building occupant training and education, and periodic evacuation fire drills. Campuses coordinate closely with municipal fire departments to provide building orientation briefings, ensure fire apparatus access, and provide laboratory building chemical inventories.

Most campuses have chemical inventory systems in place to identify hazardous materials and the quantities of these materials in individual labs. Some inventory systems generate lab door placards that summarize hazard types and quantities. Many campuses use fire-rated metal flammable liquid storage cabinets, but some campuses have identified the need to replace or upgrade existing storage cabinets. System wide fire and health and safety workgroups have created new safer procedures for solvent distillation/purification operations, and have also recently developed a laboratory procedures guide in direct response to the recent campus lab fires.

Recommendations

· Strengthen campus fire prevention programs to ensure regularly scheduled inspections, fire/evacuation drills, and training/education of students and laboratory staff. Fire prevention programs are a cost-effective measure to reduce the risks of injury and reduce fire losses. Comply with all state mandated fire protection system maintenance and testing requirements (CCR Title 19).

· Consider sprinkler retrofits in unprotected buildings and upgrades of older fire detection/alarm systems in coordination with structural seismic retrofits and other rehabilitation or renovations planned through the University’s Capital Improvement Program. Comply with all fire protection regulations and standards for new construction (CCR Title 24).

· Ensure that all flammable and toxic lab chemicals are stored in fire-rated flammable liquid storage cabinets. Maintain inventory controls to minimize chemical quantities.

· Use modern laboratory equipment and systems, and adopt recently updated procedures for potentially dangerous lab operations/processes, such as those developed by system wide fire and health and safety workgroups.

3. Workplace Violence

Workplace violence was the third-highest ranked system wide threat, and was the leading human-related threat. All ten campuses included this event in their “top 10” threat lists. The University has experienced significant incidents of workplace violence in the past, including two fatalities. Campus exposure to risk of workplace violence is constant; it addressed by a wide array of campus policies, programs, procedures, and security measures.

Incidents of threatening or violent workplace behavior can happen anywhere on campus and at any time. Incidents may be triggered by disgruntled current or former students, staff, or faculty or a disturbed partner or spouse. In addition to aberrant behavior by a person related to the campus, violent incidents may also be carried out by individuals from outside the campus community targeting either the institution or a specific person on campus, or motivated by criminal intent such as robbery or theft.

In order to reduce the threat of workplace violence, most campuses have comprehensive workplace violence prevention and response programs that include multi-disciplinary behavioral risk assessment and response teams. Campuses have also established related programs for complaint resolution, employee and student assistance and counseling, and sexual harassment. Campuses provide workplace violence training and education for staff, supervisors, faculty, and students. These programs typically cover prevention, early detection and intervention, conflict resolution/mediation, supervisory response, policies, referral/response procedures, and anger/stress management, as well as general personal safety and security.

There are a number of administrative, management, and supervisory controls and procedures in place to prevent, assess, mitigate, and respond to potential workplace violence. Some campuses have established “Zero Tolerance” policies in accordance with “Principles of Community.” At least one campus has instituted “Quality Hiring Practices” that include screening, checking references, background checks, and avoiding the use of temporary or outsourced labor. Some campuses perform background criminal checks on all new employees. UC Police Departments have developed campus wide security plans and sponsor escort programs for nighttime safety.

Campuses have a number of physical security measures and safeguards in place such as building access controls, surveillance systems, panic and alarm systems, cashier office security measures, and designs for high-risk office that incorporate multiple safety features and prevent unrestricted access. In the event of an incident, UC police departments have response plans and protocols, and related active-shooter response training and equipment.

Recommendations

· Ensure appropriate administrative, management, and supervisory controls and procedures are in place to prevent, assess, mitigate, and respond to potential workplace violence. Adopt “Zero Tolerance” campus policies on workplace violence.

· Implement comprehensive campus workplace violence prevention and response programs, including training and education for staff, supervisors, faculty, and students. Training should be mandatory for supervisors and managers.

· Ensure that security surveys are conducted at all high-risk office locations, and that adequate physical security systems, plans, and appropriate safeguards are installed.

4. Animal Facility or Crop Eco-terrorism

Eco-terrorism was the fourth-highest ranked system wide threat, and highest-ranked terrorism threat. Seven campuses included this in their “top 10” threat list. The two campuses that did not rank earthquakes as their highest threat ranked eco-terrorism highest instead. There appears to be an increasing trend of eco-terrorism, often uniquely targeted at research institutions. All campuses conducting animal or agricultural research have experienced eco-terrorism perpetrated by animal rights or environmental groups including acts of vandalism, arson, criminal mischief, and harassment or threats against researchers. Campus exposure to risk varies depending on the number and visibility of animal or crop research facilities and vivaria at the campus, which ranges widely from none to several central campus locations and off-site research facilities. 

All campuses have implemented a number of security measures including various facility access controls, security, surveillance, and alarm systems. One campus has even installed bulletproof glass in ground floor windows. University police are responsible for patrol and enforcement, as well as inter-agency law enforcement coordination related to gathering and sharing intelligence, response and event planning, and threat recognition and evaluation. University police also conduct facility security surveys, provide dedicated security officer staffing at high-risk locations as needed, and conduct background checks on new animal lab staff. Campuses provide security and safety training and education to animal lab staff, and have laboratory facility security plans, procedures, and policies in place.

Many campuses reach out to the general public and campus community to educate them on animal/crop research. At least one campus has a standing Animal Program Threat Assessment & Strategy Team, and another campus has an Animal Housing Security Mitigation Program. All campuses have some type of multi-disciplinary animal use or research oversight committee, and at least one campus has been accredited by an outside lab animal care organization.

Recommendations

· Conduct periodic facility security assessments to ensure adequate security measures and systems are in place. Form a system wide University police workgroup to review and develop appropriate laboratory facility security surveys, measures, and plans, and to provide specific recommendations to strengthen security and facility protection.

· Ensure that adequate administrative controls (plans, procedures, policies, and oversight) related to animal research are in place.

· Consider measures to protect the privacy of individual researchers and provide them with training and education on both workplace and home security measures.

5. Residential Building Fire

Multi-unit residential building fire was ranked the fifth-highest system wide threat, and is closely related in many ways to laboratory building fires but with generally higher life safety risks. Eight campuses included this hazard in their “top 10” threat list. Campus exposure to risk varies depending on the number of residential buildings without sprinklers, which ranges from none to several housing complexes per campus. The University has not experienced a major residential building fire, although there have been multiple smaller fires generally confined to a single room.

All new residential construction complies with standards and specifications that meet or exceed current life safety and fire building codes. All campus residential buildings also have fire alarm systems. Although newer residential halls and complexes have fire sprinklers, many older buildings do not. Many campuses have long-term plans to retrofit older buildings with sprinklers or to demolish substandard housing. At least one campus has conducted fire life safety risk assessments of all campus housing units and prioritized them for future upgrades.

Campus fire prevention programs place a priority on residential buildings for fire and life safety inspections and code enforcement. Campuses have regularly scheduled building inspections conducted by campus fire prevention, facilities, or housing staff. Campus fire prevention programs provide fire and life safety training and education to residence hall staff and occupants, and conduct periodic evacuation fire drills. Campuses without their own fire departments provide building orientation briefings to municipal fire departments.

Most campus residential complexes have 24-hour on-site supervision and security systems or access controls to enhance life safety. Some campuses have policies prohibiting smoking, open flames (such as candles), and torchieres in residence halls. Some campuses include fire safety requirements in student housing contracts. 

Recommendations

· Strengthen campus fire prevention programs to ensure regularly scheduled inspections, fire/evacuation drills, and training/education of residents and residence hall staff. Conduct mandated annual fire and life safety inspections of both high-rise and multi-unit residential buildings (Health & Safety Code). Adopt “no smoking” policies and prohibit all open flame in residence halls.

· Consider sprinkler retrofits in unprotected buildings and upgrades of older fire detection/alarm systems in residential complexes not already scheduled for replacement or renovation through the University’s Capital Improvement Program. Develop prioritization mechanism for replacement or renovation of unprotected residential buildings.

· Explore mechanisms and options with Housing Directors for increasing funding opportunities to expedite retrofitting sprinklers in older unprotected buildings.

6. Truck Bomb

A truck bomb, or “vehicle-borne improvised explosive device,” was ranked the sixth-highest system wide threat, and second-highest terrorism threat. Eight campuses initially included this hazard in their “top 10” threat list, although four campuses reconsidered and downgraded this threat because they deemed it very unlikely to occur, and therefore did not consider or report mitigation measures. Campus exposure to risk varies somewhat depending on the campus profile within its community, the degree of controversial research being conducted, the availability of alternative local targets, and national trends. To date, very few truck bombs have been detonated anywhere in the country.

All campuses rely on general central campus vehicle access and parking controls, and critical facility security and surveillance systems to mitigate this threat. Some campuses restrict service vehicle access at high-risk locations, and have procedures for scheduling and screening truck deliveries. Our campuses are designed as open public places, so in many cases there is no efficient or effective way to secure the campus or a specific critical asset, even if a credible terrorism threat is identified. Many of the mitigation measures listed under Eco-terrorism also apply to this threat event.

Recommendations

· Conduct periodic critical facility security assessments to ensure adequate security measures and systems are in place. Form a system wide University Police workgroup to review and develop appropriate critical facility and general campus security surveys, measures, and plans, and to provide specific recommendations to strengthen security and physical infrastructure protection.

· Consider installation of fixed or removable vehicle barriers to eliminate or limit access to critical or high-risk facilities or establish appropriate setback or “standoff” distance according to risk level. Consider the feasibility of controlling vehicular access onto the central campus or into specific sensitive campus locations if necessary.

· Consider security concerns and physical infrastructure protection (setbacks, buffer zones, road layout, parking, circulation, perimeter and interior security elements and systems, etc.) in the site planning, environmental design, landscaping, and architectural, mechanical, and structural design of new facilities and renovation of older facilities.

7. Active Shooter

An active shooter was ranked the seventh-highest system wide threat, and is closely related to the threat of workplace violence. Seven campuses listed this threat in their “top 10” threat list. Campus exposure to risk is constant, and all mitigation measures listed under workplace violence also apply to this threat. However, a random shooter not associated with the University would be practically impossible to prevent as our campuses are intentionally designed as public open places without pedestrian access controls.

All campuses rely primarily on the University police department tactical training and special equipment to rapidly respond to and handle active shooter incidents. In addition to University police resources, campuses also rely on campus wide and specific building security and safety measures and systems, such as those listed under the section on eco-terrorism. All campuses require extra security staffing at public or special events. Every campus also provides general safety and security education and violent crime awareness training to faculty, staff, and students.

Recommendations

· Ensure that University police have the proper training and equipment to rapidly respond to active shooter incidents. Form a system wide University police workgroup to review and develop appropriate general campus security plans and measures.

· Consider mandatory crime prevention training for faculty and staff on responding to active shooter incidents.

· Consider installing or enhancing video surveillance systems in public common/plaza areas.

8. High Winds

A severe windstorm or tornado was ranked as the eighth-highest system wide threat, and second-highest natural hazard. Seven campuses listed this hazard in their “top 10” threat list. Extreme winds are often associated with strong winter storms or seasonal Santa Ana wind conditions in Southern California. High winds also commonly contribute to wild land fires and widespread power outages. Although the statewide risk from tornados is low, the Central Valley campuses are at relatively higher risk than other campuses. Campus exposure to risk varies geographically and depends primarily on the number, size, age, and condition of trees located near campus structures and above-ground utilities. However, any object that could topple over (light standards, antenna towers, etc.), any materials or objects that are stored or placed outdoors, and all rooftop structures also pose a risk to people and property under extreme wind conditions.

Most campuses have preventive maintenance programs to care for central campus trees located in proximity to structures, roads, parking lots, and paths. Some campuses maintain inventories of tree and/or light standard conditions. Some campuses have policies and procedures for anchoring or securing vulnerable or lightweight objects. Some campuses have even built windbreaks to mitigate high wind conditions. 

Recommendations

· Implement preventive maintenance programs for campus trees located in close proximity to structures, utilities infrastructure, or people. Maintain tree inventories as necessary and adhere to a regular schedule for maintenance.

· Regularly inspect and maintain light standards, antenna towers, and rooftop structures to ensure integrity and proper anchoring.

· Adequately secure or anchor all outdoor furniture and all materials stored outside.
9. Public/Sports Event Disturbance

A civil disturbance related to a scheduled campus event (sports, concert, controversial speaker, etc.) was ranked as the ninth-highest system wide threat. Five campuses listed this event in their “top 10” threat list. Some campuses have experienced this type of incident, resulting in minor or no casualties and minimal property damage. Campus exposure to risk varies, depending on the number and size of campus public, sports, or performance event venues, as well as the number and types of controversial speakers or public events occurring on campus. Mitigation measures related to external civil disturbances and active shooter incidents also apply to this threat event.

Campuses pre-plan large or controversial public events to determine security levels, coordinate between campus departments, and develop tactical operational plans. Campuses provide additional security for large public events and implement entry screening procedures (including some use of metal detectors) and access controls. Some campuses have crowd control systems and barriers and traffic control equipment. At least one campus has a crowd control policy.

University police are well trained and experienced in crowd control tactics. Some University police departments have specialized resources such as dignitary protection teams, special response (SWAT) teams, bomb squads, and K-9 units. University police coordinate with local law enforcement agencies and have mutual aid agreements in place if needed.

Recommendations

· Pre-plan all large or controversial public events to determine security levels and staffing, coordinate between departments, and develop tactical operational plans. Augment security staffing as needed.

· Implement appropriate access controls and entry screening procedures using specialized equipment such as metal detectors if necessary. Consider acquiring crowd control systems and barriers and traffic control equipment if needed.

10. Public Health Emergency

A campus public health emergency was ranked as the tenth-highest system wide threat. Four campuses listed this in their “top 10” threat list. A public health emergency may result from a communicable disease, food-borne illness, or zoonotic disease affecting the campus community. Campus exposure to risk is constant. Potential for exposure to infectious diseases increases at hospitals and healthcare centers. Similar increased risks can occur in close housing environments such as residence halls and other campus multi-unit residential complexes, childcare facilities, and any environment where large numbers of people gather. Global travel allows communicable diseases to spread quickly, and students and faculty traveling abroad can become a conduit for communicable diseases. Graduation ceremonies typically assemble large numbers of recent global travelers. Campuses have experienced minor outbreaks of contagious diseases such as meningitis or measles but have not experienced a major public health emergency.

Campus resources and approaches to disease outbreaks vary. Campuses with an associated medical center may have the benefit of local expertise and access to additional medical resources. All medical centers have infection control programs and access to infectious disease services to prevent, detect, and respond to outbreaks or public health emergencies. Medical centers also have related policies and procedures in place to deal with specific pathogens of concern, handling of infectious patients, and protection of staff.

All campuses coordinate closely with their local public health agencies and some campuses are integrated into local public health response plans. Most campuses have established multi-disciplinary teams to plan and respond to public health issues and deal with potentially infectious individuals. All campuses take a pro-active approach to enable rapid response to emerging public health threats. Campuses rely on education, prevention, surveillance, and various controls to manage public health issues. Prompt campus wide education and information during a public health emergency is critical for effective management. Some campuses have quarantine contingency plans to protect staff and students from exposure, and all campuses have vaccination programs.

Recommendations

· Collaborate with emergency preparedness and infection control programs at respective campus medical centers and student healthcare programs. 

· Coordinate closely with local public health agencies to plan for and respond to public health emergencies. Campuses with residential housing should consider developing preliminary contingency plans for isolation and quarantine if needed.

· Maintain pro-active campus public health programs encompassing education, prevention, surveillance, and controls as required to rapidly respond to any public health threats.

· Maintain effective campus food safety and vector control programs.

11. Wild Fire

A wild (“wild land”) fire that encroaches on the central campus was ranked as the eleventh-highest system wide threat, and third-highest natural hazard. Six campuses listed this natural hazard in their “top 10” threat list. The severity of wild fires depends upon vegetation type, moisture and fuel loads, topography, and weather conditions. Campuses are most vulnerable to wild fires annually in late summer and early fall when vegetation and weather conditions combine to create an extreme fire hazard. Seasonal high winds often trigger “red flag” high fire danger conditions that can lead to catastrophic wildfires. Campus exposure to risk varies depending on the number, types, and fire resistance of facilities located within or adjacent to wild land areas. Localized topography, wild land vegetation conditions and fuel loads, and fire protection resources are also major factors. Several campuses have been indirectly impacted by catastrophic wild fires in recent years, resulting in closure and/or impacts to individual members of the campus community (loss of home, etc.).

Campuses reduce the threat of wildfire by actively managing or clearing vegetation, creating and maintaining firebreaks, and clearing defensible space around buildings. Campuses conduct wild land fire safety patrols, and some campuses limit access to wild lands during “red flag” high fire danger conditions. Some campuses have no smoking policies and require permits for entry into sensitive wild land reserve areas.

Two campuses operate their own fire departments, whereas all other campuses rely on municipal fire services. At least one campus has enhanced firefighting water supply or pumping capacity in locations adjacent to wild land areas, and has upgraded the fire resistance of some vulnerable non-conforming structures to current building and fire codes. Fire prevention program and building construction mitigation measures listed in the sections on laboratory and residential building fire threats also apply to this hazard.

Recommendations

· Maintain vegetation management programs to reduce the threat from wild fires and create defensible space around structures. Maintain firebreaks and vegetation clearance around structures according to Fire Code requirements.

· Conduct heightened patrols and implement wild land access controls as necessary during “red flag” high fire danger conditions.

· Consider enhancing fire resistance of existing non-conforming structures located within or adjacent to wild land areas.

· Develop relocation or evacuation plans for facilities at risk from wild land fires (those located in areas where wild lands intersect with an urban boundary).
VI. OVERVIEW OF COMMON MITIGATION STRATEGIES

During the analysis of the campus mitigation measure information, several common themes and approaches emerged that apply to all different types of threats and hazards. Many campuses listed various emergency preparedness and response measures, as well as business resumption and recovery measures, as either existing or potential mitigation measures for all of the different threat events. Some campuses also listed insurance coverage as a mitigation measure. Rather than redundantly discussing such measures under each individual threat event, we provide a summary of the system wide status of emergency preparedness as it applies to “all hazards.” In addition, we provide a broad overview of both business recovery planning and University insurance practices in the following sections. Finally, we provide some general recommendations common to all types of hazards.

1. Emergency Management Programs

The emergency management field encompasses a continuum composed of four main phases: mitigation, preparedness, response, and recovery. The University’s historical focus and core strengths have been in emergency preparedness and response, particularly for catastrophic earthquakes. Generally, both hazard mitigation and recovery programs have been beyond the scope and resources of our emergency management programs and remain relatively weak programmatic areas.

All public agencies in California, including the University, are required to use the Standardized Emergency Management System (SEMS), an emergency management organizational structure for statewide coordination of emergency response to multi-jurisdictional or multi-agency incidents. The University has adapted and incorporated SEMS, specifically the Incident Command System (ICS), into all emergency operations plans and procedures.

In order to assess the status of the University’s emergency management programs, UCOP last year adopted the newly developed National Standard on Disaster/Emergency Management and Business Continuity Programs (ANSI-NFPA 1600), which is universally endorsed by the federal Department of Homeland Security, the 9-11 Commission, and the Emergency Management Accreditation Program (EMAP). The National Standard incorporates a “total program approach” to integrate disaster and emergency management and business continuity planning, and mandates seventeen basic programmatic elements. The UCOP annual emergency management survey is now based on corresponding programmatic subcomponent metrics contained in the National Standard. An outline of the National Standard program elements and metrics, and a copy of last year’s annual emergency management survey are included in Appendix I.

The National Standard requires that each agency conduct a comprehensive hazard identification, risk assessment, and impact analysis. Following completion of this hazard vulnerability assessment, each agency must develop and implement a strategy to eliminate hazards or to mitigate the effects of hazards that cannot be eliminated. The mitigation strategy is based on the results of the hazard vulnerability assessment, program assessment, operational experience, and cost-benefit analysis. The UCOP annual survey shows that hazard vulnerability assessment and corresponding hazard mitigation were our weakest system wide programmatic areas. Based on the results of this survey, the SSAT Committee developed the Hazard Vulnerability Assessment and mitigation strategy development process to address and remedy this major shortcoming consistently across all of our campuses.

2. Business Recovery Planning 

Recovery is generally synonymous with business resumption or continuity planning. The National Standard defines recovery as “activities and programs designed to return conditions to a level that is acceptable to the entity” and considers recovery a major component of both emergency planning and hazard mitigation. The National Standard mandates the following: 

Recovery Plans shall be developed using strategies based on the short-term and long-term priorities, processes, vital resources, and acceptable time frames for restoration of services, facilities, programs, and infrastructure.

Continuity Plans shall identify the critical and time-sensitive applications, vital records, processes, and functions that shall be maintained, as well as the personnel and procedures necessary to do so, while the damaged entity is being recovered.

In addition, the National Standard includes “redundancy or duplication of essential personnel, critical systems, equipment, information, operations, or materials” under hazard mitigation.

Conventional business continuity principles and processes can be applied to the University’s mission of research, teaching, and public service. The overall goal should be to reduce risk and minimize disruption of campus research and academic programs, patient care delivery, and business operations. The focus of campus recovery efforts should be on re-establishing operational capability in support of the University’s mission.

The three primary functional components of campus operations are (1) faculty/researchers, students/patients, essential personnel, and other staff; (2) physical plant (access, buildings, and infrastructure [water, sewer, power, and communications systems]); and (3) financial/ information/data processing systems. The campus should identify and prioritize mission-critical processes and administrative functions for business resumption. Business recovery planning is beyond both the scope and resources of our emergency management programs.

3. Insurance 

Insurance is not a mitigation strategy but rather a financial loss control mechanism. Many of the threat events identified in the campus risk assessments are insured at a catastrophic occurrence level. If normal business practices and loss prevention and control programs can eliminate the possibility of an adverse event, or reduce the cost of an adverse event to an acceptable level, then purchasing insurance is not the most effective mitigation measure. Recognizing that the University is exposed to various property and liability risks that may or may not be insured, in whole or in part, it is University risk management policy to
a. evaluate risk primarily from the standpoint of the entire University, rather than a single campus or department; 

b. eliminate or modify conditions and practices, whenever practical, which may cause loss;

c. assume risks whenever the amount of potential loss would not significantly affect the University wide financial position; and

d. insure risks whenever the amount of potential loss would be significant.

The HVA process was extremely helpful this year in evaluating both the types and levels of insurance to purchase. For example as a result of the HVA, the University was able to purchase “terrorism coverage” that includes catastrophic coverage for domestic and foreign terrorism, providing coverage for both bodily injury and property damage. This type of coverage had previously been difficult to acquire, but due to the information collected in the HVA, the University was able to obtain a policy with appropriate coverage. 
By self-insuring risk, the University can exert direct control over program costs through retention of premiums, development of loss prevention and control programs, and claims management. 

VII. GENERAL RECOMMENDATIONS
1. Strengthen Emergency Management Programs

The Annual Emergency Management Status Report (Appendix D) reveals that more work remains to be done to bring each campus into full compliance with the NFPA 1600 National Standard on Disaster/Emergency Management and Business Continuity Programs. It is our observation that those campuses with full-time personnel dedicated to this area have more robust programs than those staffed by part-time emergency managers. Hazard mitigation and business recovery planning activities are beyond the scope and resources of our existing programs, and remain weak system wide programmatic areas.

2. Promote Business Recovery Planning

The scope of system wide business recovery or continuity planning is limited to discrete centralized IT and administrative financial systems. The NFPA National Standard takes a much broader view and considers recovery or restoration of all (campus) services, facilities, programs, and infrastructure. In general, the University has no recovery or continuity plans or procedures in place to resume overall campus wide research, teaching, and business operations.

The Berkeley campus has established an Office of Business Resumption to coordinate campus wide efforts to recover from any significant disruptions in teaching and research.

http://obr.berkeley.edu/ The campus’s business resumption goal is to resume teaching and research within 30 days of any major disaster. OBR provides planning templates, supporting materials, and individual consulting to assist all campus academic and administrative departments and units to formulate business resumption plans.

3. Develop Hazard Mitigation Strategies and Plans

The SSAT HVA process led all campuses to identify specific vulnerable campus locations and/or 
critical, irreplaceable, or highly valued assets at risk from each of their highest ranked threats. In 
addition, each campus documented many potential interim (short-term) and long-term mitigation 
measures corresponding to each of these different threat events. However, it is impossible, given 
our limited resources, to implement all possible mitigation measures.

Therefore, each campus should continue to develop an overall campus mitigation strategy based on its own institutional priorities, operational experience, and cost-benefit analysis. The campus strategy should set forth campus implementation priorities as well as goals and objectives. Based on the overall campus strategy, each campus should assign a priority to all feasible mitigation measures recommended for actual implementation. For all “high” priority mitigation measures, each campus should then develop an implementation strategy that sets forth potential funding sources, project/program oversight responsibility, and a projected implementation timeline. Campuses should focus their efforts on low cost mitigation measures (policies, guidelines, standard operating procedures, strengthening existing programs, etc.) in the short term, and continue to seek both internal and external funding sources for higher cost measures.
4. Improve Information Sharing and Communications

There is a lack of communication and coordination between various University functional areas and disciplines. Informal communication exists and works well, and it is important to continue to build on those informal communications networks. Administrative organizational and reporting structures vary, as do responsibilities for various aspects of safety, security, and emergency management, which further divide and complicate matters.

There are some examples of multi-disciplinary workgroups in the University system. Notably, the emergency managers workgroup is composed of public safety (police and fire), EH&S, facilities, national laboratory, and medical center personnel involved in various aspects of emergency management. The system wide fire marshals group also brings together EH&S and fire department personnel. The University should build on existing multidisciplinary workgroups and create new workgroups as needed to deal with threats and hazards that affect multiple departments and require interdepartmental coordination and cooperation to either mitigate or respond and recover.

This HVA report is an example of an attempt to identify and share best practices across the University. The HVA process was in itself, as valuable as the end result in many cases. Convening interdisciplinary, campus-wide working groups to review and discuss the various hazard scenarios, campus-specific vulnerabilities and mitigation measures had a very positive impact on broadening awareness, knowledge and expertise throughout each campus. This unique dialogue presented the opportunity for the campus to reflect on issues that are otherwise ignored or overlooked. The process itself strengthened the University’s emergency preparedness programs.

The University has extensive internal expertise and experience that can be applied to effectively develop best practices related to specific hazards or threats. Some recent examples include the solvent purification and laboratory safety guidelines developed in response to lab fires. The University should take advantage of its knowledge and expertise to develop best practices as required to mitigate or respond to all types of threats or hazards. Mechanisms to share system wide “lessons learned” should be formalized and expanded to reach broader audiences.

5. Adopt University Policy on Safeguards, Security, and Emergency Management

Currently there is no system wide policy dealing with safeguards, security, or emergency management programs. The SSAT Committee has drafted a proposed presidential policy, currently in the campus review process. This policy will provide overall guidance and a policy foundation for strengthening crisis and consequence management capabilities across the system, and ensure our continued safety and security.

APPENDIX A.

CAMPUS HAZARD VULNERABILITY ASSESSMENT 
WORKGROUP PARTICIPANTS

BERKELEY (January 21, 2005)

Guillermo Beckford
Captain, Police Department

Helen Diggs

Director, Office of Laboratory Animal Care

Paul Dimond

Manager, Business Resumption

John Ellis

Assistant Controller, Financial Services

Mark Freiberg

Director, Environment, Health & Safety (EH&S)

Cliff Frost

Director, Communication & Network Services

Rob Gayle

Assistant Vice Chancellor, Project Management – Capital Projects

Vicky Harrison
Chief of Police & Executive Director, Public Safety & Transportation

Anita Joplin

Coordinator, Academic Facilities Maintenance – VC Research

Gretchen Kell

Associate Director, University Communications – Public Affairs

Karen Kenney

Dean of Students – Office of Student Life

Tom Klatt

Director, Emergency Preparedness – Police Department

Chris Lee

Interim Director, Physical Plant – Campus Services (PPCS)

Harry LeGrande
Associate Vice Chancellor – Student Affairs

Steve Lustig

Acting Vice Chancellor, Business & Administrative Services

Val Ventre-Hutton
Manager, Employee Relations - Office Human Resources

Tony Yuen

Fire Marshal, EH&S

DAVIS (March 10, 2005)

Wes Arvin

Fire Marshal, Assistant Fire Chief

Carl Foreman

Director, Environmental Health & Safety

Ahmad Hakim-Elahi
Director, Sponsored Programs – Office of Research

Tom Kaiser

Executive Assistant Dean, College of Agricultural & Env. Sciences

Nick Lerche

Professor, National Primate Research Center

Deborah Luthi

Director, Risk Management Services

Kathleen Moore
Assistant Vice Chancellor, Facilities Operations & Maintenance

Stan Nosek

Vice Chancellor, Administration

Joe Perry

Fire Chief

Ev Profita

Emergency Preparedness Planner, Police Department

Dennis Shimek
Senior Associate Vice Chancellor, Human Resources

Bob Smiggen

Director, Student Housing

Rita Spaur

Police Chief

Fred Wood

Associate Dean, Undergraduate Education

Ken Woodard

Manager, Contracting Services - Purchasing

IRVINE (February 28, 2005)

Rich Andrews

Controller/Assistant Vice Chancellor, Accounting

Mike Arias

Assistant Executive Vice Chancellor, Academic Affairs

Mark Askren

Assistant Vice Chancellor, AdCom Services

Linda Bogue

Emergency Manager, Environmental Health & Safety

Gail Brooks

Assistant Vice Chancellor, Human Resources

Al Brown

Chief of Police/Security Services

Michael Clark

Associate Executive Vice Chancellor, Academic Planning

Rick Coulon

Risk Manager, Insurance & Risk Management

Richard Demerjian
Director, Campus & Environmental Planning

Dan Dooros

Interim Executive Director, Student Affairs Auxiliary Services

Bob Fritch

Director, Construction – Design & Construction Services

Marc Gomez

Director, Environmental Health & Safety

Paige Macias

Assistant Vice Chancellor, Facilities Management

Bill Parker

Vice Chancellor, Research & Dean of Graduate Studies

Dana Roode

Assistant Vice Chancellor, Network & Academic Computing Svcs.

Dale Saunders

Fire Marshal, EH&S

Dave Tomcheck
Associate Vice Chancellor, Administrative & Business Services

Alice Wong

Medical Director/Chief of Medical Clinics, Student Health Services

Bill Zeller

Assistant Vice Chancellor, Student Housing

LOS ANGELES (February 24, 2005)

Glyn Davies

Assistant Vice Chancellor, Academic Planning & Budget

Jo Ann Dawson
Director, Primary Care - Student Health & Wellness Center

Betty Glick

Associate Vice Provost, Undergraduate Education

Rick Greenwood
Director, Environmental Health & Safety

Dana Johnson

Fire Marshal, EH&S – Fire Protection

Richard Johnson
Director, Insurance & Risk Management

Lawrence Lokman
Assistant Vice Chancellor, University Communications

John MacDougall
Director, Engineering - Capital Programs

Angela Marciano
Associate Director, Business & Administrative Services - 

Housing & Hospitality Services

Gwen McCurry
Associate Director, Planning Services - Communications 

Technology Services 

Karen Melick

Manager, Systems Network & Architecture – Admin Information Systems

Sam Morabito

Vice Chancellor, Business and Administrative Services

Richard Mylin
Manager, Cultural & Recreational Affairs & Assistant Director, Facilities Management Event Operations

Virginia Oaxaca
Director, Employment Services - Campus Human Resources

Ann Pollack

Assistant Vice Chancellor, Research – Office Research Administration

Jack Powazek

Assistant Vice Chancellor, General Services/Facilities Management

Karl Ross

Police Chief

Steve Rottman

Director, Pre-Hospital Care – Emergency Medicine

MERCED (April 8, 2005)

Tom Atkins

Manager, Facilities – Facilities Management

Lindsay Desrochers 
Vice Chancellor, Administration

James Genes

Special Assistant/Chief of Staff – Vice Chancellor, Administration

Patti Istas

Director, Communications – University Advancement

Rick Kogut

Chief Information Officer, Information Technology

Greg Kramp

Director, Human Resources

Dorothy Labbok
Controller, Business & Financial Services

Ric Notini

Manager, Environmental Health & Safety – Physical Planning

Valery Oehler

Director, Residence/Student Life – Student Affairs

Steve Rabedeaux
Manager, Technical and Space Planning – Academic Affairs

Brad Samuelson
Associate Manager, Environmental Health & Safety

James Smith

Campus Architect, Physical Planning

Rita Spaur

Police Chief

RIVERSIDE (February 16, 2005)

Jim Baker

Coordinator, Facilities – Chancellor/Provost’s Office

Lance Charnes 
Emergency Management Specialist, EH&S

Steve Cockerham
Superintendent, Agricultural Operations

Scott Corrin

Fire Marshal, EH&S

Ricardo Duran

Communications Officer, Media Relations & Marketing

Lindy Fenex

Director, Student Recreation Center

Ross Grayson

Director, Environment, Health & Safety

Mike Jenson

Director, Audit & Advisory Services

Dallas Johnson
Manager, Service Enterprises – Printing & Reprographics

Jerry Keith

Communications Director - Communications

Russ Lewis

Director, Materiel Management

Darius Maroufkhani
Senior Architect, Design & Construction

Susan Marshburn
Associate Director, Housing

Deborah McCoy
Director, Campus Health Center

Bobbi McCracken
Assistant Vice Chancellor, Financial Services - Accounting

Mike Miller

Assistant Vice Chancellor, Facilities - Physical Plant

Stan Morrison

Director, Athletics

Ashley Panthera
Assistant Vice Chancellor, Human Resources

Hank Rosenfeld
Police Chief

Bill Schmechel
Director, Research Integrity – Office Research Affairs

Sarah Sharp-Aten
Assistant Dean, Student & Instructional Support Services

Mike Webster

Vice Chancellor, Administration

SAN DIEGO (March 1, 2005)

Steve Benedict
Director, Environment, Health & Safety

Richard Benton
Fire Marshal, EH&S

Jennifer Braswell
Management Services Officer, Center for Research Biological Systems

Mark Cunningham
Director, Housing & Dining Services

Elazar Harel

Assistant Vice Chancellor, Admin Computing & Telecomms Services

Boone Hellmann
Assistant Vice Chancellor, Design & Construction

Orville King

Police Chief

Don Larson

Assistant Vice Chancellor/Controller, Business & Financial Services

Gary Matthews
Assistant Vice Chancellor, Auxiliary & Plant Services

Paul Mueller

Senior Communications Advisor, University Communications

Brian Murray

Assistant Vice Chancellor, Student Health & Wellness – Student Affairs

Therese Rymer
Director, Emergency Preparedness & Response - Medical Center

Jon Schmidt

Risk Manager, EH&S

Ed Spriggs

Assistant Vice Chancellor, Financial Management – Student Affairs

Jeff Steindorf

Assistant Vice Chancellor, Campus Planning

Helen Szkorla

Director, Resource Administration - Academic Affairs

Phillip Van Saun
Manager, Emergency Services – EH&S

SAN FRANCISCO (January 31, 2005)

Cliff Attkisson
Associate Vice Chancellor, Student Academic Affairs & Dean of 

Graduate Division

Pete Balestreri

Director, Medical Center Security Services

David Belk

Manager, Hazardous Materials - Environmental Health & Safety

Frank Billante

Designated Fire Marshal, EH&S

Cindy Brown

Laboratory Manager, Cardio-Vascular Research Institute

Dennis Burke

Assistant Director, Budget & Resource Management

John Conte, M.D.
Chair, Bioterrorism & Communicable Disease Committee, 

Director, Hospital Infection Control

Yvonne De Souza
Project Director, School of Dentistry

LaDene Diamond
Assistant Vice Chancellor/Controller

Jon Easterbrook
Captain, Police Department

Bob Eaton

Interim Director, Environmental Health & Safety

Carol Fox

Assistant Vice Chancellor, Public Affairs

John Fox

Captain, Police Department

Susan Garritson
Bioterrorism Coordinator, Research

Paley Han, M.D.
Researcher, Dept. of Anesthesia – School of Medicine

Stella Hsu

Assistant Vice Chancellor, Campus Life Services

Robert Hunn

Medical Center Safety Officer

Henry Kahn, M.D.
Director, Student Health Services

Charles Kennedy
Director, Facilities Operations – Facilities Management

Michele Kibbe

Manager, Business & Risk Management Services

Judi Locketz

Director, Internal Controls & Accountability

Randy Lopez

Associate Vice Chancellor, Administration

Tim Mahaney

Director, Medical Center Facilities & Support Services

Gary Nelson

Manager, Facilities Management/Capital Projects

George Obana

Manager, Facilities Maintenance - Facilities Management

Lynda Purves

Emergency Preparedness Coordinator, Police Department

Pam Roskowski
Police Chief

Manohar Sharma
Faculty, Dept. of Anesthesia – School of Medicine

Ara Tahmassian
Associate Vice Chancellor, Research

Ian Tuller

Director, Customer Support Services – Information Technology Svcs.

Mike Tyburski

Director, Human Resources

Lori Yamauchi
Assistant Vice Chancellor, Campus Planning

SANTA BARBARA (March 16, 2005)

Arlene Allen

Acting Director, Information Systems & Computing

Bill Bean

Police Chief

April Beckett

Director of Clinical Services, Student Health Services

Willie Brown

Executive Director, Housing & Residential Services

Donna Carpenter
Acting Vice Chancellor, Administrative Services

Jim Corkill

Director, Accounting Services & Controls

Cynthia Cronk

Director, Human Resources

Paul Desruisseaux
Associate Vice Chancellor, Public Affairs

Marc Fisher

Associate Vice Chancellor, Campus Design & Facilities

David Gonzales
Assistant Vice Chancellor for Physical Facilities, Transportation & Parking Services

Bruce Hanley

Emergency Planner, Environmental Health & Safety

Yonie Harris

Dean of Students, Student Life & Isla Vista Community Affairs

Denise Leming
Executive Assistant to the Dean of College Letters & Science

Pam Lombardo
Director, Business & Financial Planning – Housing & Residential Svcs.

Gene Lucas

Executive Vice Chancellor

Louise Moore

Executive Director, Office of Research

Priscilla Mori

Director, Business Services - College of Letters & Science

Larry Parsons

Director, Environmental Health & Safety

Wanda Lynn Riley
Director, Audit & Advisory Services

Chris Wiesen

Fire Marshal, Environmental Health & Safety

Jack Wolever

Director, Design & Construction Services

Michael Young
Vice Chancellor, Student Affairs

SANTA CRUZ (March 4, 2005)

Micky Aluffi

Police Chief

George Brown

Vice Provost, Academic Affairs

Jim Burns

Director of Public Information, University Relations

Nancy Carroll

Captain, Police Department

Steve Davenport
Assistant Director, Institute of Marine Sciences - Long Marine Laboratory

Caitlin Deck

Director, Research Compliance Administration

Leslie Elkind, M.D.
Director, Student Health Center

Gail Heit

Associate Vice Chancellor, Student Affairs

Chuck Hernandez
Fire Chief

Bill Hyder

Director, Client Relations Management – Information Technology Svcs.

Ilse Kolbus

Director, Physical Plant

Kirk Lew

Assistant Vice Chancellor, Financial Affairs

Willeen McQuitta
Director, Staff Human Resources

Meredith Michaels
Vice Chancellor, Planning & Budget

Charlotte Moreno
Assistant Campus Provost

Buddy Morris

Director, Environmental Health & Safety

Suzanne Purcell
Interim Labor Relations Manager, Staff Human Resources

Saladin Sale

Risk Manager, Office of Risk Management

Jim Schoonover
Environmental Health & Safety Advisor, Physical & Biological Sciences

Jean Marie Scott
Associate Vice Chancellor, College & University Housing Services

Brad Smith

Director, Core Technologies – Information Technology Services

Ken Smith

Radiation Safety Officer, EH&S

Jeff Trapp

Assistant Fire Chief

Christina Valentino
Assistant Vice Chancellor, Business & Administrative Services

Tom Vani

Vice Chancellor, Business & Administrative Services

Jim West

Senior Superintendent, Building & Utility Services - Physical Plant

Glen Winans

Assistant Dean, School of Engineering

Frank Zwart

Associate Vice Chancellor, Physical Planning & Construction

APPENDIX B.

RISK ASSESSMENT MODEL

HAZARD/THREAT EVENT DESCRIPTIONS

PROBABILITY & IMPACT SEVERITY METRICS
Campus Risk Assessment Protocol

Campus workgroups analyzed twenty-four major threat scenarios that would be generally applicable to most campuses. The twenty-four threats were initially categorized into four general hazard classes: (1) natural hazards, (2) technological hazards, (3) human-related events, and (4) terrorist acts. Each scenario had to constitute a credible threat to the campus to be considered. Threats deemed not realistic and plausible by the campus workgroup were not evaluated (e.g., – a tsunami was not evaluated by inland campuses). Each threat was assumed to represent the worst-case scenario and, so that that the workgroup could analyze worst-case life safety impacts on the full campus population, was assumed to occur during a typical weekday while classes were in session. The only exception was a residential building fire, which was assumed to occur in the middle of the night. Some threat scenarios were relatively generic and applied fairly equally to all campuses. Others, including all of the natural hazards, were more site-specific and geographically dependent. The threat scenarios were applied primarily to the central campus and environs, rather than off-site locations or remote field stations.

For each of the twenty-four scenarios, campus workgroup participants shared their knowledge of past campus experiences and incidents. SSAT subject matter experts provided additional background information on occurrences on other UC campuses, as well as incidents on university or college campuses elsewhere in the United States.

Seven metrics were used to evaluate each potential threat. First, campus participants qualitatively assessed the likelihood that the event would occur on campus over the next twenty-five years. Each campus workgroup also was instructed to consider occurrences over the past twenty-five years, thereby creating a fifty-year window for purposes of this risk assessment. (A limited time frame was defined to avoid open-ended future speculation and accurately capture and describe relatively recent past campus experiences.) Campus participants were also asked to consider the number of similar events at other United States colleges and universities, and any changes or trends that could affect the frequency or probability of an event occurring in the future. It was not possible to consider statistical probability estimates in an “all-hazards” context. Although probability estimates exist for conventional natural hazards, it is impossible to predict human-caused events and terrorist acts, and no statistical probability estimates exist for these types of hazards.

The remaining six metrics focused on the severity of impacts to the campus if the event were to occur. Three major categories of impact were evaluated: people (casualties), campus wide physical infrastructure (damage), and the overall institutional impact. For all of the impact metrics, participants were instructed to only consider direct cause and effect related to the threat scenario and to avoid speculating on a hypothetical chain of events.

A wireless handheld voting device (OptionFinder) was used to anonymously capture campus workgroup consensus (group average) estimates of both probability and impact based on the series of metrics. Each of the campus participants chose the response that they thought most accurately estimated or described the probability and impact of each threat scenario. These consensus estimates were entered in real time into the risk assessment model to calculate the relative risk ranking of each campus threat event.

Risk Assessment Model

The SSAT committee developed a spreadsheet-based model to use in calculating the relative risk rankings for each campus threat event. The model was based on a basic hazard vulnerability assessment spreadsheet model originally created by Kaiser Permanente Healthcare, and was modified to apply to a general campus setting. (The original Kaiser model currently is being used by several University medical centers to conduct hazard vulnerability assessments for their respective hospital facilities.)

The risk assessment model developed by the SSAT is a broad-spectrum tool designed to relatively evaluate and compare a wide range of disparate threat events. For each threat event, the estimates of probability and overall impact severity are multiplied together to calculate the relative risk score (This is a conventional and widely used method of calculating risk.). All six separate estimates of impact (two metrics for each impact category [human – facilities – institutional]) are averaged together (equally weighted) to produce the overall impact severity score that is then multiplied by the probability estimate to calculate the relative risk score for each threat event. Appendix B contains a copy of the risk assessment model and associated threat event descriptions and probability/impact metrics.

These seven metrics serve to consistently and systematically evaluate and estimate both probability and severity of impacts. Each of the seven metrics provided a range of responses on an escalating “1-5” scale, ranging from lowest to highest probability or impact severity. The single probability metric asked participants to qualitatively estimate the likelihood that the event would occur (in the next twenty-five years) ranging from “not applicable or will not occur” to “inevitable or will occur.” 

The remaining six metrics were divided evenly between human, facilities, and institutional impacts (two metrics for each general impact category). The first “human impact” metric was the only question dealing directly with actual campus incidents occurring in the past, and asked what were the extent of injuries and deaths ranging from “none” to “multiple deaths and major injuries.” The second human impact question asked participants to estimate the number of injuries and deaths that could result if the event occurred, using the same sliding scale.

The first “facilities impact” question asked participants to estimate the extent of damage to the campus wide physical infrastructure, ranging from “little or no damage” to “extensive damage to most facilities.” The second facilities impact question was intended to capture all direct costs, and asked participants to estimate the total cost to respond to the event and to repair/replace all damaged facilities, ranging from “less than $1 million” to “more than $1 billion.”

The first “institutional impact” question asked participants to estimate the duration of interruption to campus wide teaching and research activities and business operations, ranging from “hours” to “year or longer.” The second institutional impact question asked participants to judge how the event would negatively affect the campus reputation or public image over the long term, ranging from “none” to “severe.”

Each campus risk assessment evaluated the same twenty-four threat event . The individual campus risk assessment threat event rankings are contained in Appendix C.
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Hazard/Threat Event Descriptions

Note: unless otherwise specified, all events occur during the middle of a “typical” academic instruction weekday while classes are in session and all staff are present.
I. Natural Hazards
1. Flood
Campus stream has a 100-year magnitude flood event, causing flooding on campus 

(if applicable). Alternatively, a large water storage tank on or adjacent to campus fails or an upstream dam fails, resulting in downstream flash flooding on campus (Choose the worst case scenario).

2. Landslide/Mudslide
Localized land/mudslide occurs on unstable hillside during severe rainstorm event. Consider campus vulnerability based on facilities located on or near potentially unstable hillsides.

3. High Winds
High winds topple a number of large trees on central campus, causing damage to structures and power lines adjacent to the trees.

4. Wild land Fire
Wild land fire starts upwind of campus during high fire danger conditions during peak fire season and bumps up against periphery of central campus. Consider campus layout (number of vulnerable campus facilities adjacent to wild land areas), local topography, and adjacent wild land vegetation fuel loading.

5. Catastrophic Earthquake
Maximum credible earthquake (“the big one”) occurs on a nearby fault. Assume there is structural collapse of some buildings and significant structural and non-structural damage to other campus buildings. Consider vulnerability of campus buildings (based on extent of structural and non-structural mitigation). Casualties are commensurate with size and scope of predicted earthquake.

6. Tsunami – Coastal
A series of very large coastal waves bumps up against coastal periphery of campus, causing flooding and structural damage. Consider campus layout (number of vulnerable campus facilities adjacent to coastal areas) and locally predicted maximum event (only applies to coastal campuses).

II. Technological Hazards

1. Power Failure
Widespread campus power failure for minimum of 12 hours. Consider vulnerability of campus electrical distribution system. Damages and overall impacts commensurate with past campus power outages.

2. Water Supply Disruption
Widespread campus water supply disruption for minimum of 12 hours. Consider vulnerability of campus water distribution system. Damages and overall impacts commensurate with past major water main breaks or other disruption of campus water supply.

3. Telecommunications System Failure
Widespread campus voice communications systems failure (telephone/cellular systems) for minimum of 12 hours. Consider vulnerability of campus telecommunications systems. Impacts commensurate with past campus telecommunications failures.

4. Information Technology (IT) Infrastructure Disruption
Centrally managed campus IT systems (network mainframe/servers) disrupted for minimum of 12 hours due to hacking activity or technical malfunction. Consider vulnerability of central campus IT systems. Damages and overall impacts commensurate with similar past campus IT failures.

5. Residential Building Fire
Major fire starts in the middle of the night at UC-owned/operated multi-unit residential facility while occupants are asleep, and quickly spreads to a significant portion of the building. Consider vulnerability of campus residential buildings (sprinkler protection, building age and construction, etc.).

6. Laboratory Building Fire (or Central Administration Building Fire) 
Main campus administration building heavily damaged by fire. Alternatively, major fire in a lab research building - hazardous materials complicate response and fire suppression (choose the scenario that has greatest campus-wide impact).

7. Accidental Hazardous Materials Release
Airborne toxic gas plume spreads out of a laboratory into other areas of a major lab building, and then escapes into the outside air.

III. Human-related Events
1. Public Health Emergency
An outbreak of a highly contagious disease occurs in the campus community, resulting in significant widespread illness (greater than a typical flu outbreak).

2. Sports/Public Event Disturbance
A significant disturbance occurs following a scheduled campus public event. Impacts commensurate with past campus experiences.

3. Workplace Violence
Gunman shoots staff members in an administration building and then takes a small group of staff hostage.

4. Civil Disturbance
A spontaneous “riot” breaks out and spreads onto the central campus. Impacts commensurate with past campus experiences.

IV. Terrorism Events

1. Truck Bomb
A small truck filled with explosives is detonated adjacent to a likely campus target, destroying or severely damaging nearby facilities, causing additional damage through flying fragments/shrapnel within a larger radius, and causing casualties in the affected area.

2. Mail/package Bomb
A mail package bomb is detonated inside a campus office, causing damage to the office and adjacent offices, and causing casualties in the immediate area.

3. Active Shooter
Shooter(s) opens fire with an automatic weapon in a high pedestrian traffic area on campus (i.e. central campus plaza) during busy hour, causing multiple casualties.

4. Intentional Biological Agent Release
An infectious agent (i.e. - anthrax) is intentionally released inside a campus building, resulting in a limited number of illnesses (anthrax is not contagious - it is thought to be a flu outbreak for the first few days). There are limited casualties but many “worried well” persons. There is no physical damage to facilities, although decontamination is required.

5. Intentional Radiological Material Release
A small radiological device (“dirty bomb”) is detonated outside a campus building. The actual area of contamination and radiation exposure is minimal. Several persons are injured and exposed to radiation in the initial explosion. There is hysteria in the greater campus community. There is relatively minor damage to the building, but there is significant radiological contamination of the immediate blast area.

6. Theft of ‘Select Agent’
Samples of a highly infectious “select” biological agent or toxin is stolen from a research laboratory. No one is injured or infected, but the media has learned of the incident and there is extensive press coverage.

7. Animal/Crop Eco-terrorism
An animal research lab (or genetically engineered crops) is vandalized or destroyed. No one is injured in the attack, but valuable equipment and/or plant collections/specimens are destroyed.

Probability & Impact Severity Metrics

I. Probability Metric

1. Consider the number of occurrences on your campus over the past 25 years, the number of similar events at other Universities, and any changes or trends that could affect the frequency of this event on your campus.

Estimate the likelihood this event will occur in next 25 years.

1. Not applicable (will not occur)

2. Doubtful (not likely)

3. Possible (could occur)

4. Probable (very likely to occur)

5. Inevitable (will occur)

II. Impact Severity Metrics

A. Human Impact

1. If this event has occurred in the past on your campus, what was the extent of injuries and deaths that occurred?

1. None, or this event has never occurred on campus

2. Few minor injuries

3. Multiple minor injuries or a major injury

4. Multiple major injuries or a death 
5. Multiple deaths and major injuries
2. Consider the potential for injuries or deaths from this event on your campus or from similar events at other universities, and any changes or trends that would affect future injuries and deaths from this type of event.
Estimate the number of injuries and deaths that could result from this event.

1. None

2. Few minor injuries

3. Multiple minor injuries or possible major injury
4. Multiple major injuries or possible death

5. Multiple deaths and major injuries

B. Facilities Impact

1. Consider the vulnerability of all central campus facilities/physical infrastructures if this event were to occur.

Estimate the extent of damage to all central campus facilities.
1. Little or no damage

2. Mild damage to several facilities

3. Moderate damage to multiple facilities
4. Severe damage to multiple facilities
5. Extensive damage to most facilities
2. Considering the extent of damage to central campus facilities, estimate the total cost to respond to the event and repair or replace all damaged facilities.

1. Less than $1 million

2. Between $1 million and $10 million

3. Between $10 million and $100 million
4. Between $100 million and $1 billion
5. More than $1 billion
C. Institutional Impact

1. If this event occurred on your campus, estimate the duration of interruption to campus-wide teaching and research activities and business operations.

1. Hours
2. Days
3. Weeks
4. Months
5. Year or longer
2. To what extent would this event negatively impact the campus reputation or public image over the long term?

1. None

2. Minor
3. Moderate
4. Significant

5. Severe

APPENDIX C.

CAMPUS RISK ASSESSMENT MODEL RANKING RESULTS

At the conclusion of each risk assessment session, the campus workgroups reviewed and discussed the validity of the relative risk ranking results. The workgroups also had the opportunity, based on group consensus, to evaluate any additional campus-specific threats, and upgrade or downgrade threat event rankings. For example, some campuses chose to downgrade the threat of a truck bomb based on the general consensus that it was highly unlikely to occur. Conversely, some campuses upgraded threat events that they intuitively felt should be among the highest-ranked campus threats. After the workgroups made any adjustments, the relative risk ranking scores were used to delineate a statistical breakpoint or cutoff to identify approximately the highest “top ten” threat events for each campus. The number of threat events actually chosen for further analysis ranged from seven to twelve per campus.

The campus workgroups subsequently analyzed all of the highest-ranked threat events, documented existing and already implemented mitigation measures, and brainstormed on additional potential or desired mitigation measures. The campus mitigation measure analysis was later compiled and analyzed for this report.
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2.00

1.30

1.40

3.00

2.22

8.65

Wildland Fire

3.70

2.20

2.80

2.80

2.30

1.60

1.40

2.18

8.08

High Winds

4.20

1.70

2.60

2.60

1.90

1.60

1.10

1.92

8.05

Truck Bomb

2.50

1.00

4.60

3.40

2.60

3.30

4.10

3.17

7.92

Flood

3.40

1.40

2.50

3.00

2.30

2.90

1.40

2.25

7.65

Power Failure

3.30

1.20

2.20

3.00

2.60

2.40

2.00

2.23

7.37

Intentional Biological 

Agent Release

2.80

1.00

4.30

1.20

2.00

2.50

3.40

2.40

6.72

Accidental Hazmat 

Release - Kemper

2.70

2.50

3.60

1.70

1.20

1.30

3.00

2.22

5.99

Mail/Package Bomb

3.00

1.00

3.70

2.00

1.10

1.50

2.50

1.97

5.90

Public Health Emergency

2.80

1.00

4.10

1.00

1.40

2.60

2.50

2.10

5.88

Catastrophic Earthquake

2.20

1.20

2.80

3.00

2.80

3.10

2.10

2.50

5.50

IT Infrastructure 

Disruption

3.20

1.10

1.80

1.80

1.40

1.70

2.10

1.65

5.28

Intentional Radiological 

Material Release

2.30

1.00

3.30

1.70

1.90

2.40

3.30

2.27

5.21

Theft of 'Select Agent'

2.80

1.00

1.00

1.00

1.00

1.30

3.80

1.52

4.25

Telecommunications 

System Failure

2.30

1.10

1.50

1.50

1.80

1.30

1.50

1.45

3.34

Water Supply Disruption

2.20

1.00

1.70

1.40

1.30

1.30

1.50

1.37

3.01

Landslide - Mudslide

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Coastal Tsunami

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 

Impact reputation/image
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Question 1

Question 2

1 = Lowest                  
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Catastrophic Earthquake

3.70

1.00

4.00

3.60

4.00

4.30

2.40

3.22

11.90

Lab Building Fire

3.80

2.20

3.50

3.00

2.90

2.80

2.30

2.78

10.58

Residential Building Fire

3.30

1.80

3.70

3.20

2.60

2.50

3.00

2.80

9.24

Sports/Public Event 

Disturbance

3.40

1.90

3.00

2.20

1.40

1.50

2.30

2.05

6.97

Public Health Emergency

3.00

2.20

3.20

1.70

1.40

2.40

2.70

2.27

6.80

Workplace Violence

3.20

1.00

3.50

1.50

1.50

1.70

2.50

1.95

6.24

*

 Truck Bomb

2.30

1.00

3.90

3.20

2.90

2.50

2.60

2.68

6.17

Accidental Hazmat 

Release

2.80

1.10

2.80

1.70

1.50

2.10

2.40

1.93

5.41

High Winds

3.70

1.90

2.30

1.50

1.00

1.00

1.00

1.45

5.37

Animal/Crop Vandalism

2.90

1.10

1.90

1.80

1.90

1.70

1.60

1.67

4.83

#

 Active Shooter

2.50

1.00

3.90

1.50

1.20

1.60

2.10

1.88

4.71

Intentional Radiological 

Material Release

1.90

1.00

3.10

2.20

2.00

2.80

2.80

2.32

4.40

Water Supply Disruption

2.90

1.00

1.50

1.70

1.60

1.80

1.20

1.47

4.25

Intentional Biological 

Agent Release

2.20

1.00

2.80

1.70

1.70

2.10

2.30

1.93

4.25

Mail/Package Bomb

2.50

1.00

3.00

1.60

1.10

1.20

1.30

1.53

3.83

Power Failure

2.20

1.00

2.20

1.60

1.70

2.00

1.70

1.70

3.74

Wildland Fire

2.70

1.20

1.80

1.40

1.20

1.50

1.20

1.38

3.74

Civil Disturbance

2.20

1.20

2.50

1.80

1.30

1.30

1.50

1.60

3.52

IT Infrastructure 

Disruption

2.40

1.00

1.40

1.40

1.60

1.80

1.50

1.45

3.48

Theft of 'Select Agent'

2.20

1.00

1.40

1.10

1.00

1.30

2.10

1.32

2.90

Flood

1.80

1.60

2.10

2.00

1.30

1.50

1.10

1.60

2.88

Telecommunications 

System Failure

2.20

1.00

1.70

1.10

1.30

1.30

1.10

1.25

2.75

Landslide - Mudslide

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Coastal Tsunami

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Potential deaths or injuries

Physical damage and costs
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Catastrophic Earthquake

4.40

1.60

4.50

4.00

4.90

3.90

1.80

3.45

15.18

Workplace Violence

3.60

4.00

4.20

1.20

1.00

1.00

2.60

2.33

8.40

Sports/Public Event 

Disturbance

3.50

2.90

3.10

2.10

1.20

1.50

2.30

2.18

7.64

Animal/Crop Eco-

Terrorism

3.70

1.80

2.00

2.60

2.00

1.50

2.30

2.03

7.52

#

 Intentional Biological 

Agent Release

2.70

1.00

3.90

1.50

3.20

3.60

3.10

2.72

7.34

Lab Building Fire

3.10

1.20

2.70

2.50

2.20

1.80

1.80

2.03

6.30

#

 Intentional Radiological 

Material Release

2.20

1.00

3.70

2.40

2.90

3.30

3.40

2.78

6.12

#

 Truck Bomb

2.10

1.00

4.30

3.30

2.80

2.60

2.40

2.73

5.74

Civil Disturbance

3.30

1.90

2.80

1.70

1.20

1.40

1.20

1.70

5.61

Active Shooter

2.60

1.00

4.60

1.50

1.20

1.80

2.50

2.10

5.46

Mail/Package Bomb

2.70

1.10

3.70

2.10

1.40

1.60

1.90

1.97

5.31

Public Health Emergency

2.90

1.30

3.00

1.00

1.10

2.00

2.40

1.80

5.22

High Winds

2.90

2.20

2.70

1.60

1.20

1.20

1.00

1.65

4.79

*

 Accidental Hazmat 

Release

2.50

2.00

2.60

1.40

1.30

1.40

2.00

1.78

4.46

*

 Residential Building Fire

2.00

1.20

2.70

2.40

2.00

1.30

2.20

1.97

3.93

Theft of 'Select Agent'

2.40

1.00

1.20

1.10

1.10

1.50

3.70

1.60

3.84

Landslide - Mudslide

2.80

1.10

1.90

1.50

1.10

1.30

1.10

1.33

3.73

Power Failure

2.60

1.10

1.60

1.20

1.40

1.40

1.10

1.30

3.38

Flood

2.40

1.00

1.80

1.70

1.20

1.60

1.10

1.40

3.36

Water Supply Disruption

2.70

1.10

1.50

1.20

1.10

1.20

1.10

1.20

3.24

*

 IT Infrastructure 

Disruption

2.40

1.00

1.10

1.30

1.20

1.20

1.20

1.17

2.80

Wildland Fire

2.10

1.00

2.00

1.30

1.20

1.40

1.00

1.32

2.77

Telecommunications 

System Failure

1.90

1.00

1.10

1.00

1.00

1.10

1.00

1.03

1.96

Potential deaths or injuries

Physical damage and costs
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Animal/Crop Eco-

Terrorism

4.30

0.00

2.40

3.00

2.60

2.90

3.50

2.88

12.38

Flood

3.60

0.00

3.10

3.30

3.30

3.60

2.50

3.16

11.38

Truck Bomb

2.50

0.00

4.00

3.30

4.00

4.20

4.10

3.92

9.80

Active Shooter

3.50

0.00

4.30

1.80

1.30

1.80

3.90

2.62

9.17

High Winds

3.80

0.00

2.90

2.60

2.20

2.00

1.90

2.32

8.82

Wildland Fire

4.10

0.00

2.40

2.20

2.00

2.10

1.70

2.08

8.53

Workplace Violence

3.40

0.00

3.80

1.60

1.10

1.60

3.70

2.36

8.02

Mail/Package Bomb

3.30

0.00

3.30

1.90

1.50

1.50

3.20

2.28

7.52

Lab Building Fire

2.60

0.00

2.70

2.80

3.00

3.00

2.80

2.86

7.44

Residential Building Fire

2.60

0.00

3.30

2.60

2.80

2.20

3.20

2.82

7.33

Civil Disturbance

3.60

0.00

2.70

2.10

1.50

1.30

2.40

2.00

7.20

Sports/Public Event 

Disturbance

3.30

0.00

3.10

2.00

1.30

1.30

2.90

2.12

7.00

Public Health Emergency

2.80

0.00

3.10

1.00

1.10

3.00

3.40

2.32

6.50

IT Infrastructure 

Disruption

3.10

0.00

1.40

1.80

2.20

2.40

2.10

1.98

6.14

Intentional Biological 

Agent Release

2.40

0.00

3.00

1.70

1.70

2.40

2.90

2.34

5.62

Accidental Hazmat 

Release

2.10

0.00

2.40

1.20

1.40

1.20

2.30

1.70

3.57

Telecommunications 

System Failure

2.80

0.00

1.70

1.10

1.00

1.10

1.40

1.26

3.53

Power Failure

2.40

0.00

1.40

1.50

1.20

1.60

1.40

1.42

3.41

Water Supply Disruption

2.20

0.00

1.20

1.20

1.00

2.00

1.60

1.40

3.08

Landslide - Mudslide

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Catastrophic Earthquake

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Coastal Tsunami

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Intentional Radiological 

Material Release

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Theft of 'Select Agent'

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 
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Question 2

Question 1

Question 2

Question 1

Question 2

1 = Lowest                  

5 = Highest

1 = Lowest                  

25 = Highest

Catastrophic Earthquake

4.00

1.20

4.20

3.70

3.70

3.80

3.00

3.27

13.07

High Winds

4.80

2.20

2.90

2.20

1.40

1.20

1.30

1.87

8.96

Residential Building Fire

3.30

1.00

3.80

2.90

2.90

2.00

2.90

2.58

8.53

Animal/Crop Eco-

Terrorism

3.50

1.60

2.40

2.30

2.30

2.60

2.60

2.30

8.05

Active Shooter

2.70

2.90

4.20

1.70

1.20

1.80

3.30

2.52

6.80

Lab Building Fire

3.00

1.00

3.00

2.80

2.60

1.90

2.10

2.23

6.70

Sports/Public Event 

Disturbance

3.50

1.60

3.10

1.80

1.20

1.20

2.40

1.88

6.59

Flood

3.30

1.20

2.30

2.50

1.90

2.50

1.50

1.98

6.55

Truck Bomb

1.80

1.00

4.20

3.70

3.40

3.50

4.10

3.32

5.97

Workplace Violence

3.00

1.10

3.60

1.30

1.20

1.60

2.90

1.95

5.85

Mail/Package Bomb

2.60

1.00

3.50

2.60

1.70

1.90

2.60

2.22

5.76

Intentional Radiological 

Material Release

2.20

1.00

3.10

2.30

2.10

3.00

3.70

2.53

5.57

Public Health Emergency

2.80

1.10

3.00

1.20

1.30

2.50

2.80

1.98

5.55

Accidental Hazmat 

Release

2.70

1.00

3.00

2.00

1.70

1.80

2.40

1.98

5.36

Wildland Fire

3.30

1.50

2.00

1.60

1.50

1.50

1.30

1.57

5.17

Intentional Biological 

Agent Release

2.20

1.00

3.20

1.60

1.70

2.50

3.50

2.25

4.95

Civil Disturbance

2.50

1.00

2.80

1.90

1.40

1.40

2.40

1.82

4.54

Power Failure

2.80

1.00

2.00

2.30

1.60

1.50

1.30

1.62

4.53

IT Infrastructure 

Disruption

2.70

1.00

1.10

2.10

1.60

2.20

2.00

1.67

4.50

Theft of 'Select Agent'

2.60

1.00

2.00

1.20

1.10

1.40

3.00

1.62

4.20

Landslide - Mudslide

2.20

1.00

2.00

2.10

2.00

1.80

1.30

1.70

3.74

Telecommunications 

System Failure

2.20

1.00

1.20

1.70

1.60

1.60

1.40

1.42

3.12

Water Supply Disruption

2.20

1.00

1.30

1.40

1.20

1.10

1.20

1.20

2.64

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 
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Question 1
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Question 1

Question 2

Question 1

Question 2

1 = Lowest                  

5 = Highest

1 = Lowest                  
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Catastrophic Earthquake

2.70

1.00

4.00

4.50

5.00

4.20

2.90

3.60

9.72

Truck Bomb

2.30

1.00

4.60

3.20

3.50

2.70

3.10

3.02

6.94

High Winds

3.80

1.60

3.10

2.10

1.40

1.20

1.30

1.78

6.78

Wildland Fire

3.00

2.30

2.90

2.30

1.80

2.10

1.20

2.10

6.30

Public Health Emergency

2.90

1.80

3.60

1.10

1.10

2.70

2.60

2.15

6.24

Lab Building Fire

2.90

1.20

3.10

2.70

2.20

1.40

1.90

2.08

6.04

Residential Building Fire

2.70

1.00

3.40

2.90

2.20

1.30

2.10

2.15

5.81

Workplace Violence

2.80

1.00

4.10

1.20

1.10

1.30

2.40

1.85

5.18

Mail/Package Bomb

2.80

1.20

3.70

2.00

1.00

1.20

1.80

1.82

5.09

Active Shooter

2.60

1.00

4.40

1.20

1.00

1.40

2.60

1.93

5.03

Intentional Biological 

Agent Release

2.40

1.00

3.10

1.60

1.90

2.30

2.50

2.07

4.96

Intentional Radiological 

Material Release

2.20

1.00

3.20

2.10

1.60

2.40

2.80

2.18

4.80

Animal/Crop Eco-

Terrorism

2.80

1.00

1.70

2.00

1.50

1.40

1.80

1.57

4.39

Landslide - Mudslide

2.70

1.00

2.10

1.70

1.70

1.70

1.40

1.60

4.32

Sports/Public Event 

Disturbance

2.40

1.90

2.70

1.50

1.00

1.10

2.00

1.70

4.08

Water Tank Failure

2.00

1.00

2.60

2.40

2.30

1.80

1.70

1.97

3.93

Accidental Hazmat 

Release

2.40

1.00

2.90

1.80

1.10

1.10
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1.00

1.30

1.10

1.10

1.10

1.10
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1.00

1.80

1.70

1.40

1.30

1.30

1.42

1.98

Civil Disturbance

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 

Impact reputation/image


[image: image12.wmf]SEVERITY = MAGNITUDE of IMPACTS

PROBABILITY

HUMAN IMPACT

FACILITIES IMPACT

INSTITUTIONAL IMPACT

SEVERITY 

IMPACTS

RELATIVE RISK

 

Relative likelihood 

this will occur

Overall Impact 

(Average)

Probability x 

Impact Severity

Natural Hazards      

Technological                    

Human                           

Terrorism      

1 = Not occur                      

2 = Doubtful                  

3 = Possible            

4 = Probable                  

5 = Inevitable         

Question 1

Question 2

Question 1

Question 2

Question 1

Question 2

1 = Lowest                  

5 = Highest

1 = Lowest                  

25 = Highest

Catastrophic Earthquake

4.50

3.20

4.20

3.80

4.00

4.70

3.50

3.90

17.55

Power Failure

4.50

1.90

2.30

2.60

3.00

3.50

2.20

2.58

11.63

Animal Facility Eco-

Terrorism

4.40

2.00

2.90

2.40

2.20

2.80

3.20

2.58

11.37

Lab Building Fire

3.50

2.80

3.60

3.00

2.80

3.50

2.70

3.07

10.73

Landslide - Mudslide

4.00

1.90

3.10

2.90

2.60

3.10

1.90

2.58

10.33

Intentional Radiological 

Material Release

2.90

2.30

3.30

3.20

3.00

4.00

4.00

3.30

9.57

Workplace Violence

3.60

3.80

4.20

1.60

1.40

1.70

3.20

2.65

9.54

Mail/Package Bomb

3.40

3.20

3.90

2.40

1.90

2.60

2.60

2.77

9.41

Truck Bomb

2.70

1.00

4.30

3.60

4.00

4.50

3.50

3.48

9.41

Intentional Biological 

Agent Release

2.80

1.00

4.10

3.40

3.10

4.00

3.90

3.25

9.10

Public Event Disturbance

4.00

2.20

2.70

2.20

1.90

1.60

2.70

2.22

8.87

Public Health Emergency

3.20

1.70

4.00

1.60

2.30

3.50

3.20

2.72

8.69

Accidental Hazmat 

Release

2.90

1.00

3.10

2.70

2.90

2.40

4.10

2.70

7.83

Wildland Fire

3.00

1.20

2.80

2.90

2.70

3.10

2.00

2.45

7.35

IT Security Breach

3.70

1.00

1.20

1.20

2.00

2.30

4.00

1.95

7.22

IT Infrastructure 

Disruption

3.70

1.10

1.40

1.90

1.90

2.10

3.00

1.90

7.03

Active Shooter

2.80

1.00

4.50

2.10

1.30

2.30

3.20

2.40

6.72

Flood

3.00

1.70

2.50

2.50

2.20

2.50

1.60

2.17

6.50

Theft of 'Select Agent'

3.00

1.00

1.80

1.20

1.30

2.20

4.40

1.98

5.95

Coastal Tsunami

2.60

1.00

2.60

2.80

2.40

3.00

1.70

2.25

5.85

Residential Building Fire

2.60

1.20

2.80

2.80

3.00

1.70

2.00

2.25

5.85

High Winds

3.20

1.40

2.30

2.10

1.60

1.70

1.20

1.72

5.49

Civil Disturbance

2.90

1.00

2.50

2.00

1.50

1.60

1.90

1.75

5.08

Water Supply Disruption

3.20

1.20

1.80

1.70

1.30

1.60

1.40

1.50

4.80

Telecommunications 

System Failure

2.80

1.00

1.40

2.00

1.40

1.50

1.40

1.45

4.06

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 

Impact reputation/image

SAN FRANCISCO 

THREAT 

EVENT/HAZARD


[image: image13.wmf]SEVERITY = MAGNITUDE of IMPACTS

PROBABILITY

HUMAN IMPACT

FACILITIES IMPACT

INSTITUTIONAL IMPACT

SEVERITY 

IMPACTS

RELATIVE RISK

Relative likelihood 

this will occur

Overall Impact 

(Average)

Probability x 

Impact Severity

Natural Hazards      

Technological                    

Human                           

Terrorism      

1 = Not occur                      

2 = Doubtful                  

3 = Possible            

4 = Probable                  

5 = Inevitable         

Question 1

Question 2

Question 1

Question 2

Question 1

Question 2

1 = Lowest                  

5 = Highest

1 = Lowest                  

25 = Highest

Catastrophic Earthquake

4.40

1.40

4.00

3.70

3.70

3.30

2.30

3.07

13.49

Workplace Violence

4.50

4.10

4.80

1.60

1.10

1.30

3.30

2.70

12.15

Bluff Collapse

4.20

1.00

3.30

2.90

2.40

2.20

1.90

2.28

9.59

High Winds

4.50

2.40

3.20

2.60

1.80

1.40

1.20

2.10

9.45

Residential Building Fire

3.20

1.00

4.00

3.00

2.80

1.70

3.00

2.58

8.27

Active Shooter

3.50

1.50

4.60

1.30

1.00

1.30

3.40

2.18

7.64

Public Health Emergency

3.00

2.80

3.90

1.10

1.20

3.10

3.10

2.53

7.60

Wildland Fire

3.50

1.00

2.80

2.80

2.50

2.00

1.50

2.10

7.35

Flood

3.60

2.00

2.40

2.50

2.00

1.80

1.20

1.98

7.14

Truck Bomb

2.30

1.00

4.60

3.60

3.30

2.60

3.40

3.08

7.09

Central Administration 

Building Fire

3.10

1.00

3.50

2.80

2.90

1.70

1.80

2.28

7.08

Accidental Hazmat 

Release Lab

3.00

1.80

3.40

2.40

2.00

1.70

2.10

2.23

6.70

Sports/Public Event 

Disturbance

3.00

2.00

3.30

2.20

1.50

1.00

2.50

2.08

6.25

 Civil Disturbance

2.90

1.00

3.20

2.40

1.60

1.50

3.00

2.12

6.14

Animal/Crop Ecoterrorism

3.30

1.00

2.20

2.20

1.50

1.20

2.20

1.72

5.67

Intentional Biological 

Agent Release

2.10

1.00

4.20

2.50

2.50

2.30

3.60

2.68

5.64

Building Mass Theft

3.70

1.00

1.30

2.00

1.50

1.20

2.00

1.50

5.55

IT Infrastructure 

Disruption

3.20

1.00

1.10

2.00

2.30

2.40

1.60

1.73

5.55

Mail/Package Bomb

2.70

1.00

3.70

2.20

1.40

1.30

2.20

1.97

5.31

Power Failure

3.60

1.00

1.90

1.80

1.30

1.40

1.10

1.42

5.10

Intentional Radiological 

Material Release

1.90

1.00

3.00

2.20

2.00

2.30

3.10

2.27

4.31

Coastal Tsunami

2.20

1.00

2.60

2.00

1.60

1.50

1.70

1.73

3.81

Theft of 'Select Agent'

2.10

1.00

1.20

1.10

1.00

1.10

3.30

1.45

3.05

Water Supply Disruption

2.50

1.00

1.20

1.20

1.10

1.20

1.10

1.13

2.83

Telecommunications 

System Failure

2.20

1.00

1.40

1.10

1.00

1.00

1.00

1.08

2.38

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 

Impact reputation/image

SANTA BARBARA 

THREAT EVENT/ 

HAZARD


APPENDIX D.

ANNUAL SYSTEMWIDE EMERGENCY MANAGEMENT 

STATUS REPORT (2004)

System wide Emergency Management Status Report

December 2004

Prepared by

UCOP Environment, Health & Safety

I. Introduction

For the first time this year, this status report is based upon the recently revised National Fire Protection Association (NFPA) Standard on Disaster/Emergency Management and Business Continuity Programs (2004). The NFPA Standard is available in entirety on-line at:



http://www.nfpa.org/PDF/nfpa1600.pdf?src=nfpa

This collaboratively developed national standard has been universally adopted by all governmental emergency management agencies nationwide, and serves as the basis for the new survey tool developed by UCOP. This new survey replaces the former survey tool developed by system wide emergency planners in 1995. The NFPA Standard covers seventeen (17) basic program elements evaluated through fifty-five (55) corresponding subcomponent metrics. Since this is the first year the University has adopted the NFPA Standard, it will be considered a baseline self-assessment upon which future progress will be measured.

II. System wide Status Summary

Table 1 provides a summary of survey responses for all facilities, OP and A&NR.

The following section provides a summary of the NFPA Standard’s seventeen (17) basic program elements based on all system wide survey responses to the corresponding subcomponent metrics. Compliance rates listed below are calculated based on the total number of system wide subcomponent metrics reportedly completed within each of the following seventeen program elements:

1. Program Policy and Administration.

83% system wide compliance. Nine of 14 facilities in full compliance. OP and A&NR generally not in compliance.

2. Program Coordinator/Manager.

100% system wide compliance. All 14 facilities have a designated emergency planner/manager (eight facilities have at least 1.0 FTE, the remainder are partial FTE). 

OP and A&NR also have partial FTE positions.

3. Program Management.

89% system wide compliance. Eleven of 14 facilities in full compliance. OP in compliance, but A&NR is not.

4. Compliance with University and State laws/requirements.

96% system wide compliance. Thirteen of 14 facilities in full compliance. OP in compliance, but A&NR is not.

5. Hazard Identification and Risk Assessment.

50% system wide compliance. Four of 14 facilities in full compliance. OP and A&NR not in compliance.

6. Hazard Mitigation.

50% system wide compliance. Five of 14 facilities in full compliance. OP not in compliance, but A&NR generally in compliance.

7. Resource Management Capabilities.

59% system wide compliance. Three of 14 facilities in full compliance. Generally not applicable to OP, and A&NR generally in compliance.

8. Mutual Aid Agreements.

75% system wide compliance. Nine of 14 facilities in full compliance. Not applicable to OP, and A&NR in full compliance.

9. Program Plans.

51% system wide compliance. Three of 14 facilities in full compliance. OP and A&NR generally in compliance.

10. Emergency Response/Recovery Direction, Control, and Coordination.

93% system wide compliance. Eleven of 14 facilities in full compliance. OP and A&NR in full compliance.

11. Emergency Communications and Alerting/Warning Systems.

83% system wide compliance. Six of 14 facilities in full compliance. OP and A&NR generally in compliance.

12. Standard Operating Procedures.

73% system wide compliance. Five of 14 facilities in full compliance. OP in compliance, but A&NR is not.

13. Emergency Operations Centers (EOCs) and Logistics.

57% system wide compliance. Four of 14 facilities in full compliance. OP and A&NR in full compliance.

14. Emergency Responder Training.

90% system wide compliance. Eleven of 14 facilities in full compliance. OP and A&NR in full compliance.

15. Disaster Exercises, Evaluations, and Corrective Actions.
90% system wide compliance. Twelve of 14 facilities in full compliance. OP generally not in compliance, but A&NR is in compliance.

16. Crisis Communications and Public Information.
74% system wide compliance. Eight of 14 facilities in full compliance. OP and A&NR generally in compliance.

17. Emergency Financial Support.
74% system wide compliance. Six of 14 facilities in full compliance. OP generally in compliance, but A&NR is not.
III. Campus Executive Summaries

The following program executive summaries describe the overall status of campus wide preparedness. Each facility was requested to include information on significant programmatic progress, accomplishments, and developments over the last year; identification of program elements needing improvement; fundamental needs or barriers to improvement; and programmatic development goals or corrective actions planned for the coming year.

Berkeley 

Berkeley conducted a joint terrorism response exercise, Berkeley Alert II, involving multi-agency response to a detonated radiological dispersal device (“dirty bomb”). Participating agencies included the City of Berkeley, Lawrence Berkeley National Lab, Alta Bates/Summit Hospital, Bayer Health Care Corporation, Federal Bureau of Investigation, Lawrence Livermore National Laboratory, and the State Department of Public Health. The project involved over 250 participants and included the development and activation of a Department Operations Center (DOC) plan for the Public Affairs department. The participating agencies also developed and tested plans for the operation of a Joint Information Center (JIC) to coordinate information release during a disaster. 

The campus installed additional speakers and amplifiers for its Alerting & Warning System. This system, using a network of radio-activated sirens placed atop key campus buildings, was devised to rapidly alert the campus community and provide essential information in an emergency. The siren capability is linked to an emergency website (http://emergency.berkeley.edu/), an 800-number, and the campus radio station.

The Office of Emergency Preparedness assumed responsibility for managing the campus undeveloped hill area wild lands to reduce wildfire risk. In the past year, two major projects were accomplished. Eighteen hundred eucalyptus trees were removed from a twenty acre site. In addition, fourteen hundred trees were removed and fourteen acres of dense brush cleared along a strategic ridgeline firebreak. The campus won a $120,000 grant from US Fish & Wildlife Service for additional work in 2005-06.

Berkeley’s Disaster Resistant University program is a national exemplar for other colleges and universities.

Davis

Partnership with the local Operational Area (Yolo County) was enhanced this year. As part of the countywide plan, the campus will coordinate with Yolo County Public Health to serve as an immunization clinic site. A joint exercise involving the clinic and campus EOC activation was held in June 2004. The campus also participated in the County’s Disaster Mitigation Plan process.
Hazard Identification/Risk Assessment and Hazard Mitigation have been conducted by various campus departments but not cohesively or comprehensively campus-wide. This is a project the system wide Safety, Security, and Anti-Terrorism (SSAT) Hazard and Vulnerability Assessment (HVA) process will complete and the campus will benefit from. Resource Management processes also need solidification. The campus also needs systems and procedures to improve Communication and Warning beyond the campus first responders.

The needs of the Emergency Management Program would be met with increased “subject matter expert’s” time. Currently, the process relies on volunteer time and resources. Campus employees involved in the program volunteer beyond their FTE assignments and consequently cannot prioritize work or devote extended time to the program.

System wide adoption of the NFPA 1600 Standard and the SSAT HVA process will necessitate a thorough reassessment to quantify program resource and personnel needs. Formalization of the Emergency Management program to meet NFPA programmatic standards will provide the guidance required to enhance the campus program to meet national standards.

Davis Medical Center

UCDHS activated an Emergency Preparedness website for staff. The website provides information on emergency management policies, training, top hazards/risks, preparedness updates, national threat levels, UCDHS contact information, and web links (http://intranet/emergencypreparedness/).

In conjunction with Sacramento County emergency planners, UCDHS published “Are You Prepared - A Guide to Sacramento County Emergency Preparedness” in June 2004. This document contains a ready reference for individuals in Sacramento County to many of their emergency preparedness needs. The goal is to work with the community to distribute the Guide to all residents of Sacramento County. (http://www-staging.ucdmc.ucdavis.edu/emergencypreparedness/).

In addition to revising our Emergency Management Plan, the Evacuation and Relocation Plan and the Emergency Response flip charts were also revised. The evacuation plan has been updated to provide greater detail in both horizontal and vertical evacuation and permanent building evacuation requiring the use of alternate care sites.

The Health System conducted two drills. In the June drill, a significant step was taken to broaden the knowledge of all EOC members within the HEICS structure. This two-day training and drill event highlighted the HEICS structure and staff responsibilities within this structure and will contribute greatly to our ability to respond to an emergency incident.

The Health System continues to participate in the HRSA and other grant processes, having received items granted in the initial year, and submitted our needs for the second grant cycle. HRSA grants are forecast to continue for the next three years.

Goals for the coming year include developing and implementing a door/corridor identification method to enhance evacuation of the hospital. Education of all EOC members on the HEICS structure will continue. Web EOC, a computerized incident command management software, will be integrated into the Health Systems Emergency Command Structure. Policies and procedures for “shelter in place” and “lock down” of the hospital will be developed. Standardized emergency codes from the Hospital Council of California will be adopted and implemented.

Irvine

Significant improvement has been made in many areas of emergency management over the last year. Through the Deliberate Acts of Destruction Risk Assessment Committee, an assessment was completed of high security risk areas on campus. Security upgrades have been completed and identified targets hardened to improve campus safety and security. Additional projects have been identified and will be completed as funding allows. 

To improve awareness on campus, new Emergency Procedures posters were designed and distributed which provide initial steps to take in the event of many common emergencies. Posters also include maps to designated Evacuation Assembly Areas.

A new disaster/emergency preparedness program is now available to all faculty and staff. Modeled after the FEMA Community Emergency Response Team (CERT) Program, the Campus Search and Rescue (CSAR) Program educates team members on a variety of preparedness and response topics. After completing training, team members are able to assist professional responders if a large scale disaster or emergency occurs.

Although the campus has identified potential emergencies and listed them in the Emergency Management Plan, a comprehensive and systematic hazard identification and risk assessment has not been completed. The Emergency Management Committee will direct this effort as well as develop and implement a hazard mitigation strategy and plan similar to the effort taken for security risks in 2003-04.

The campus has a myriad of recovery and continuity plans at the school and/or department levels. Efforts will be made to capture these plans in a central location. These plans will be streamlined and consolidated over the long-term to ensure efficient resource utilization and improved ability to return the university to normal operations as quickly as possible following emergency or disaster events. A comprehensive communications plan has also been identified as a goal for the coming year. The final plan will comply with the NFPA 1600 Standard.

Finance and Administration EOC staff has sufficient authority to support emergency response activities. However, documentation of policy and procedures will be established as an additional goal for the upcoming year.

Management support and financial commitment for the campus program are very strong. With substantial work to be done, time is the most valuable commodity. Steady improvement is anticipated in the coming years.

Three areas of focus have been identified for the coming year. An earthquake response plan for large seismic events will be developed. A comprehensive medical plan utilizing on-campus resources will be developed in the event that an emergency occurs that exceeds the ability of local EMS to respond, and a comprehensive campus-wide communications plan will also be developed.

In addition, the Emergency Management Committee will direct the effort to perform a systematic hazard identification and risk assessment to assure the campus community that all reasonable threats have been identified. Upon completion of the assessment, the Committee will determine the next steps to take to mitigate the risks or improve preparedness, response and recovery capabilities.
Irvine Medical Center

UCIMC’s Emergency Management program is managed by the Director of Security & Parking with oversight by the Emergency Management Committee. This year the Emergency Preparedness Plan manual was replaced and divided into two separate manuals: Emergency Management Program and Emergency Operations Plan. Both manuals were placed onto a new Emergency Management website available to all faculty and staff. These resources continue to provide instructions to staff on the Hospital Emergency Incident Command System (HEICS) response program and information regarding campus and external resources and response protocols.

UCIMC coordinates and plans disaster drills and emergency preparedness through its partnership with the Orange County Multi-Agency Disaster Planning Network, Blue/Green (Metro) Disaster Net, and Orange County Emergency Medical Services as outlined in the Pre-hospital Care Policies and Procedures. UCIMC also attends the California Region 1 Homeland Security Advisory Council as the only hospital representing Orange County. UCIMC also attends the Private Sector Terrorism Response Group (PSTRG) meetings under the Terrorism Early Response Group (TEWG), as part of the Orange County Sheriff’s Department. Drills and actual emergencies follow the HEICS response model, and the EOC and Incident Command Center (ICC) are activated. During the last fiscal year, the Medical Center activated the HEICS system twice while participating in planned Statewide and County drills, and twice as a result of two separate facility-related incidents.

UCIMC has determined that although all staff are trained annually via a computer-based training program and use the Emergency Management Program, department-specific response plans are sporadic and typically follow a model developed in preparation for Y2K. The Emergency Management Committee created a template for departments to complete giving detailed descriptions regarding unit/department-specific responses to a series of facility-related events (utility outages, water supply disruption, etc.). The plans continue to be collected and will be put into an Access database for quick reference to identify what each department will do to mitigate, prepare, respond, and recover from various emergencies.

A Hazard Vulnerability Analysis was conducted and areas identified as needing improvement have been addressed. Hazard reduction plans are provided to locations where surveys find deficiencies related to seismic safety (chemical storage, securing large equipment, etc.). Emergency supplies and equipment are located in various places throughout the medical campus and at alternate off-site locations. Those locations include, but are not limited to, the Materials Management site, and at various locations where the Facilities Department maintains supplies.

Areas needing improvement include funding sources, particularly an assigned budget for the Emergency Management program, and receiving appropriate percentages of funding reaching campus law enforcement from State Department of Homeland Security grants and any other grants related to emergency preparedness. Additional work must also be completed on Hazard Mitigation pursuant to the NFPA 1600 Standard.
Los Angeles

During the last year, UCLA tested all elements of the EOC through a half-day tabletop earthquake drill. The drill required participation from and interaction with the campus executive management team, operations, finance, logistics, communications, and simulated field response units. Based on feedback from the drill, the EOC will be reconfigured to facilitate communication within the operations group. An earthquake safety brochure was developed and distributed to the campus community, and the Emergency Management Team operations handbook was expanded with additional resource information.

Next year, UCLA will be holding another drill specifically designed to test the campus Emergency Operations Group (EOG). The EOC membership includes all of the campus functions that provide field response, logistics, housing, finance, and campus support services. UCLA will also develop campus emergency preparedness policies based on system wide policy still under development. UCLA will also participate in the system wide SSAT HVA process, and develop an alternate EOC for the Emergency Management Team.

Los Angeles Medical Center

During the past year, the UCLA Hospital System (comprised of the Westwood and Santa Monica campuses and the Neuropsychiatric Hospital) developed and practiced Alternate Care Site plans for each hospital that outline how patient care will continue in the event of a building-wide evacuation.

A “Recovery” section was added to the Emergency Management Plan that includes operational, utility, financial, information technology and psychological recovery pursuant to NFPA 1600 Standards. Emergency Management coordinated with campus Traffic Control to develop a traffic control plan that allows emergency traffic and hospital staff to come onto campus during a disaster while rest of campus is evacuating. A Disaster Plan was developed for the Home Health Department.

Policies regarding Unplanned Power Outages and Sanitary Sewage System failures were significantly revised.

A computerized Disaster Patient Tracking system was developed. A disaster information website to be used during declared disaster was also developed. Equipment for the EOC and Command Posts in Replacement Hospitals was finalized. All staff was trained on emergency and disaster response procedures. The Hospital Emergency Incident Command System (HEICS) organizational chart and job action sheets for hospital disaster responders was updated. The Physician Emergency Credentialing policy was finalized. UCLA also responded successfully to a mass casualty incident at Santa Monica Farmers’ Market.

The Medical Center has been awarded HRSA funds to purchase a mobile decontamination unit. This grant also included $10,000 for personal protective equipment, which has been obtained. An initial draft of a Management of Mass Contamination Event plan has been written. The decontamination team has recently received initial training and a decontamination unit has been designed and specified.

The Westwood UCLA Medical Center has applied to become a Disaster Resource Center for the Region. As a Disaster Resource Center, the Medical Center would be a major receiving and treatment site for a catastrophic, community mass casualty event. If awarded this grant, funding would be provided for shelters, medical equipment (ventilators, medical/surgical supplies, etc.), cots/gurneys, pharmaceuticals, support staff and storage space.

Riverside

Training and recruiting of staff and faculty members to serve as campus Building Supervisor for Emergency Conditions (BSEC) team is ongoing. A BSEC online registration form and resource file was established on the EH&S website and the campus emergency preparedness website was enhanced in terms of organization and appearance. The campus Anti-terrorism Committee’s threat and project status matrix was used to effectively reduce vulnerabilities. Campus participants in the County-wide bio-terrorism/weapons of mass destruction full-scale 2003 exercise included the Emergency Management Task Force, EOC, Housing Services satellite EOC, and Health Center.

The campus received homeland security grant funds to purchase incident management software for use in the EOC. A campus-wide building evacuation training and testing program is underway and will be completed in the next year. All sixty-nine major campus buildings will have a BSEC assigned and trained in emergency management by mid-2005. The campus will seek additional federal homeland security and emergency management grant funds to assist in purchasing equipment needed for emergency response.

San Diego

UCSD emergency management programs are undergoing many changes resulting from the January 2004 hiring of a new Manager of Emergency Services. A review of the campus emergency management program relative to the NFPA 1600 Standard indicates the need for a program budget, conducting hazard identification and risk assessments, and developing corresponding contingency plans and mitigation strategies. These areas will be the focus of our program efforts in the coming year.
Significant accomplishments during the last year include fielding a campus “reverse-911” system for emergency alerting and notification. An emergency status icon was placed on the campus webpage, and an emergency brochure was published. September was promoted as “Campus Preparedness Month.” A needs assessment evaluation of emergency management programs and practices was conducted and a Steering Committee established. Workshops were conducted for EOC staff and after-hours duty responders. The new Chancellor was briefed on emergency management and their roles and responsibilities. A field response exercise was conducted for the HAZMAT team. A seismic survey was also conducted for the computer center.
Goals and objectives for the next year include evaluating and addressing programmatic needs pursuant to the NFPA 1600 Standard. A follow-up EOC staff workshop will be held. A campus-wide emergency response exercise will be conducted next year. Seismic safety efforts and the reverse-911 system will be expanded.

San Diego Medical Center

During the past year, UCSD Healthcare met its performance standards and goals, including performing surge capacity assessments applicable to emergency situations, and conducting

comprehensive evacuation planning, device selection and staff training. Additional training programs to address weapons of mass destruction and an internal exercise aimed at assessing the impact of a 

biological/infectious disease agent on staffing were conducted.

Additional EOC activation and exercises beyond those required by JCAHO were conducted.

Emergency Preparedness Advisory Committee membership was formalized with a closer reporting structure to the medical staff. The Emergency Preparedness Plan was rewritten and a Hazard Vulnerability Analysis conducted. Bioterrorism and Epidemic Plans were published. Communication tools were updated and expanded to include increased use of the intranet, paging options, and Reverse-911 system. Increased community and regional planning is occurring and expected to expand in the future.

UCSD Healthcare had actual disaster management experience in October - November 2003 in response to the San Diego Firestorm and Level II County activation for monitoring of influenza and respiratory surge, which occurred in December and January.

Extensive work has been done in the area of recovery and business continuity planning this past year. However, these plans have not yet been distributed and nor have departments been actively engaged to the extent needed. Active departmental participation in business continuity planning is needed. Increased departmental education and the prioritization of continuity components are required.

An outstanding programmatic issue is financial support for staff involved in training programs. Some financial support is anticipated from HRSA grants next year, and alternative ways to incorporate learning into current staff work schedules is being explored.

Goals for coming year include preparing HRSA grant applications, increasing educational programs for staff to include radio training and communications testing. Business recovery and continuity planning are also a priority.

San Francisco

In response to the threat of terrorism, campus emergency preparedness focused on improving the overall safety and security of the campus, and the awareness of the consequences of various weapons of mass destruction (WMD). During 2003-04, the Chancellor’s Steering Committee on Nuclear, Biological, Chemical, and Cyber Terrorism continued to provide leadership and oversight on a variety of emergency preparedness activities. 

The EH&S Department and the Medical Center created a hazards awareness training course for medical center and campus staff to increase knowledge of WMD and bioterrorism agents. This on-going program provides training in the proper selection and use of personal protective equipment, and decontamination procedures. 

Joint Campus and Medical Center planning committees were established to ensure a coordinated emergency response to a variety of disaster situations, and are working to integrate components of their individual emergency response plans and roles. In particular, work to ensure coordination and potential integration has focused on the roles of Human Resources, IT, Care & Shelter support, and Finance. 

A Standardized Emergency Management System (SEMS) refresher training and tabletop exercise was provided for eighty-five primary and alternate EOC staff. The training also included general information on bioterrorism threats and our emergency response process. A Campus and Medical Center disaster exercise was held in conjunction with the annual statewide medical and health disaster exercise, and focused on a public health emergency resulting from a biological terrorist act. A smaller scale training and radiological incident exercise was designed to integrate several Medical Center and Campus responder programs. 

Over the past year, the Campus Bioterrorism Coordinator was instrumental in providing WMD training and education opportunities for staff, developing regional relationships and supporting the integration efforts of campus and medical center emergency response planning.

Exercising emergency evacuation procedures and fire safety preparedness remained a priority in 2004. The Emergency Preparedness program and the Fire Marshal coordinated evacuation exercises in twenty-four high-rise and low-rise campus buildings. The Floor Warden program continued to expand with over three hundred Floor Wardens trained to respond to building emergencies. Evacuation planning is progressing for the new Mission Bay campus. 

To enhance overall physical security and emergency response on the campus, a new Security Services Department was created by the Police Department to oversee an increased contingent of security guards, electronic access control of buildings and the mandatory use ID/proxy cards for staff. Emergency communications will improve when a new state-of-the-art Emergency Communication Center becomes operational later this year. A consultant assessment of the campus and medical center emergency communications systems was completed. An alternate EOC site is under construction for the new Mission Bay campus.

A bioterrorism physical hazard assessment of the campus was completed this past year, and a number of hazard mitigation projects were identified and completed. A second bioterrorism physical hazard assessment was completed during 2003-04, and a prioritized list of mitigation projects is under consideration. Electronic access control has been installed at the Mission Bay campus and is being installed at the Parnassus campus facilities as well. 

The following program elements have been identified as needing improvement: hazard identification and risk assessment, hazard mitigation, resource management, and recovery planning. The Campus continues to lack a fully integrated, inter-operable radio communication system for emergency communication between buildings and field response personnel including police, fire, EH&S, facilities management, transportation, campus security, medical center security, and medical center facilities management. 

Goals for the coming year include the integration and testing of select campus-medical center emergency roles and plans; coordination of a joint campus-medical center exercise; promotion to the campus of the new web-based Emergency Action Plan; improvements to the EOC; and implementation of the planned bioterrorism hazard mitigation projects.

San Francisco Medical Center

UCSF Medical Center made significant progress last year in the development of Triage and Decontamination procedures for nuclear/biological/chemical events. About seventy-five staff from both the Medical Center and Campus were trained and drilled in HAZMAT decontamination for both a Medical and a Facility response. Several related roles in the Medical Center and Campus emergency response plans were identified and progress was made in combining these roles in both drills and written plans. These roles include Human Resources, IT and several support activities.

Mitigation efforts have continued with the Medical Center installing a complete card access control system for Moffitt/Long Hospital, allowing for the rapid deployment of shelter-in-place capabilities and off hours security. Several emergency preparedness roles of individuals, committees and subcommittees were clarified to provide for more accountability and coordination of plans with the Campus, City and County of San Francisco and all area receiving hospitals.

Programmatic areas identified as needing significant improvement include overall coordination with the Campus in the areas of Financial Recovery, Resource Management and Business Continuity. While many sub-elements in these areas exist, executive oversight is needed to establish priorities and responsibilities for written plans. While it is vital to keep interests and priorities in order, there are no significant barriers to improvement.

For the upcoming year, joint Medical Center and Campus emergency preparedness roles and responsibilities will continue to be clarified, tested and amended as needed. These include the roles of Finance, IT and Human Resources. The communications plans will be further developed, particularly with outside agencies. As roles are better defined and response to specific situations clarified (e.g. SARS, “dirty bombs”, etc.), written plans will be developed and prepared for senior administration.

Santa Barbara

In July 2004, UCSB became the first institution of higher learning in the country that was designated as ‘Tsunami Ready’ by the National Weather Service (NWS). This is in addition to being designated as ‘Storm Ready’ by the NWS. The Tsunami Ready and Storm Ready programs are voluntary preparedness programs that establish guidelines for communities to follow for tsunami and severe weather readiness. Tsunami Ready and Storm Ready communities must adopt the requirements set by the NWS in the areas of communications, warning reception and dissemination, public outreach and awareness programs, and administrative planning. UCSB successfully met the readiness criteria and was approved by an advisory board made up of local county emergency managers, representatives from the California Office of Emergency Services and the National Weather Service. 

Each year, EH&S coordinates an EOC exercise involving members of the campus Emergency Management Task Force (EMTF). The EMTF is comprised of senior officers and directors who have major responsibilities during campus emergencies. The scenario for this year's exercise was a major local earthquake that caused extensive damage to the UCSB campus. The EOC electronic database (iTRAC) was utilized for tracking incoming emergency messages during the exercise. Several computers were used to access the database simultaneously to update information as it was received. In addition to the annual EOC exercise, fire evacuation drills were staged throughout the year.


Hazard identification and risk assessment and related hazard mitigation analyses will be conducted as part of the UCOP SSAT system wide process. In addition, hazard mitigation, recovery, and continuity plans will be expanded in more detail during the coming year. A recent budget cut eliminated the full-time Emergency Planner position. The responsibility for campus emergency planning is being divided amongst existing staff. 
Santa Cruz

Currently, the campus emergency response plan is under revision with completion planned by the end of 2004. Once that document has been updated, we will focus our efforts on developing a compliance plan with the NFPA 1600 Standard. We are working to establish formal program goals and a work plan for 2005, and anticipate that an evaluation of our current program in relation to the Standard will be the primary focus of those efforts.

The Community Emergency Response Team (CERT) program will be offering its pilot course in October. We anticipate the rollout of the full program during 2005 with a goal of training one hundred members of the campus community annually.

The new police station will house the primary campus EOC, and is scheduled to break ground before the end of 2004. The current EOC at the fire station will become the alternate EOC.

Considerable effort has been underway to evaluate the 800-mhz trunked radio system as it relates to emergency operations. Considering UCPD will move to the VHF radio spectrum in 2005, the rising costs to maintain the 800-mhz system, and the availability of enhanced cellular phone technology, we anticipate the retirement of the trunked radio system in the next two years.

In conclusion, this program continues to receive no direct funding. Any program needs must be funded from the regular budget of various campus units. Until this situation changes, it will be difficult to make significant progress in the campus emergency preparedness program.
Office of the President (OP)

The OP Emergency Operations Plan was updated, enhanced, and formally adopted. The President’s Cabinet (senior executives) was briefed on the plan, executive roles and responsibilities, notification protocol, and standard operating procedures. Emergency contact information for all executives and key designated personnel was updated. Building occupant emergency handbooks and building management standard operating procedures were also revised. OP crisis communications and staff/ public information protocol was established in cooperation with Strategic Communications.

The Berkeley campus and OP signed a Memorandum of Understanding (MOU) for OP use of Berkeley campus facilities as an alternate EOC site for OP executive operations.

Additional emergency supplies and equipment were acquired for the Franklin Headquarters Building. Floor Wardens and building management personnel were provided with low power two-way radios for emergency communications. Additional resuscitation equipment was procured as part of the OP automated external defibrillator (AED) program. Additional OP staff and all building management life safety team personnel were trained and certified in CPR/AED.

The OP departmental emergency preparedness website was redesigned and enhanced with information and resource materials. A “quick link” was established to link this page to the OP home website page.

Agriculture & Natural Resources (A&NR)

The A&NR emergency planner/coordinator has responsibility for two major types of non-campus related locations - County Cooperative Extension (UCCE) offices and Research & Extension Centers (REC). Cooperative Extension offices are located in County facilities, and each County is responsible for disaster preparedness in these facilities, although A&NR serves as a resource to the UC staff located in these facilities. The RECs are University-owned facilities operated by A&NR Office of Facilities Planning & Management. The RECs are in relatively remote rural locations across the entire state, with staff/faculty typically numbering 20-25 at any one time, but the largest facility has up to 100 persons. The A&NR emergency planner serves as the primary coordinator for the RECs.

Emergency Preparedness, Response, and Recovery Plans and initial staff training have been completed at all nine RECs. Due to the adoption of the NFPA Standard for the first time this year, A&NR will begin evaluating and addressing deficiencies relative to the new Standard. Funding and manpower remain constraints for A&NR, however.
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3.84

Landslide - Mudslide

2.80

1.10

1.90

1.50

1.10

1.30

1.10

1.33

3.73

Power Failure

2.60

1.10

1.60

1.20

1.40

1.40

1.10

1.30

3.38

Flood

2.40

1.00

1.80

1.70

1.20

1.60

1.10

1.40

3.36

Water Supply Disruption

2.70

1.10

1.50

1.20

1.10

1.20

1.10

1.20

3.24

*

 IT Infrastructure 

Disruption

2.40

1.00

1.10

1.30

1.20

1.20

1.20

1.17

2.80

Wildland Fire

2.10

1.00

2.00

1.30

1.20

1.40

1.00

1.32

2.77

Telecommunications 

System Failure

1.90

1.00

1.10

1.00

1.00

1.10

1.00

1.03

1.96

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 
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Animal/Crop Eco-

Terrorism

4.30

0.00

2.40

3.00

2.60

2.90

3.50

2.88

12.38

Flood

3.60

0.00

3.10

3.30

3.30

3.60

2.50

3.16

11.38

Truck Bomb

2.50

0.00

4.00

3.30

4.00

4.20

4.10

3.92

9.80

Active Shooter

3.50

0.00

4.30

1.80

1.30

1.80

3.90

2.62

9.17

High Winds

3.80

0.00

2.90

2.60

2.20

2.00

1.90

2.32

8.82

Wildland Fire

4.10

0.00

2.40

2.20

2.00

2.10

1.70

2.08

8.53

Workplace Violence

3.40

0.00

3.80

1.60

1.10

1.60

3.70

2.36

8.02

Mail/Package Bomb

3.30

0.00

3.30

1.90

1.50

1.50

3.20

2.28

7.52

Lab Building Fire

2.60

0.00

2.70

2.80

3.00

3.00

2.80

2.86

7.44

Residential Building Fire

2.60

0.00

3.30

2.60

2.80

2.20

3.20

2.82

7.33

Civil Disturbance

3.60

0.00

2.70

2.10

1.50

1.30

2.40

2.00

7.20

Sports/Public Event 

Disturbance

3.30

0.00

3.10

2.00

1.30

1.30

2.90

2.12

7.00

Public Health Emergency

2.80

0.00

3.10

1.00

1.10

3.00

3.40

2.32

6.50

IT Infrastructure 

Disruption

3.10

0.00

1.40

1.80

2.20

2.40

2.10

1.98

6.14

Intentional Biological 

Agent Release

2.40

0.00

3.00

1.70

1.70

2.40

2.90

2.34

5.62

Accidental Hazmat 

Release

2.10

0.00

2.40

1.20

1.40

1.20

2.30

1.70

3.57

Telecommunications 

System Failure

2.80

0.00

1.70

1.10

1.00

1.10

1.40

1.26

3.53

Power Failure

2.40

0.00

1.40

1.50

1.20

1.60

1.40

1.42

3.41

Water Supply Disruption

2.20

0.00

1.20

1.20

1.00

2.00

1.60

1.40

3.08

Landslide - Mudslide

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Catastrophic Earthquake

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Coastal Tsunami

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Intentional Radiological 

Material Release

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Theft of 'Select Agent'

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 
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Catastrophic Earthquake

4.00

2.00

4.70

4.60

4.80

4.50

3.70

4.05

16.20

Animal/Crop Eco-terrorism

4.40

2.10

3.50

2.70

2.90

3.50

2.90

2.93

12.91

Civil Disturbance

4.50

3.90

4.10

2.60

2.10

1.90

2.60

2.87

12.90

Wildland Fire

3.80

2.40

3.50

3.60

3.60

3.70

2.60

3.23

12.29

Residential Building Fire

3.40

4.30

4.60

3.20

3.30

2.10

3.50

3.50

11.90

Power Failure

4.80

2.40

2.60

2.90

2.30

1.70

1.70

2.27

10.88

Active Shooter

3.40

4.50

4.70

1.50

2.10

1.90

2.60

2.88

9.80

Mail/Package Bomb

3.70

3.10

3.90

2.30

1.80

1.70

2.80

2.60

9.62

Workplace Violence

3.40

4.00

4.20

1.40

2.10

2.00

3.10

2.80

9.52

Sports/Public Event 

Disturbance

3.80

2.30

3.70

2.10

1.80

1.50

2.60

2.33

8.87

Lab Building Fire

3.50

1.10

3.70

3.10

3.20

1.70

2.10

2.48

8.69

Landslide - Mudslide

3.50

1.70

2.80

2.90

2.50

2.60

1.70

2.37

8.28

Flood

3.00

2.00

2.50

3.50

3.10

2.90

2.00

2.67

8.00

Truck Bomb

2.60

1.00

4.30

3.30

3.10

3.20

3.20

3.02

7.84

Intentional Biological 

Agent Release

2.90

1.00

4.60

2.00

2.40

2.90

3.20

2.68

7.78

Intentional Radiological 

Material Release

2.50

1.00

3.60

1.90

3.30

3.50

4.00

2.88

7.21

Public Health Emergency

2.80

1.80

3.20

1.30

1.60

2.60

2.90

2.23

6.25

IT Infrastructure 

Disruption

3.50

1.00

1.00

2.10

1.60

1.40

1.60

1.45

5.08

Theft of 'Select Agent'

2.80

1.00

1.10

1.10

1.80

1.80

3.30

1.68

4.71

High Winds

2.80

1.40

2.30

1.80

1.60

1.70

1.10

1.65

4.62

Water Supply Disruption

2.00

1.00

1.30

2.70

2.10

2.00

1.70

1.80

3.60

Accidental Hazmat 

Release

2.20

1.20

3.00

1.20

1.50

1.40

1.50

1.63

3.59

Coastal Tsunami

1.70

1.10

2.20

1.50

1.40

1.50

1.20

1.48

2.52

Telecommunications 

System Failure

1.90

1.00

1.70

1.30

1.20

1.10

1.30

1.27

2.41

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 
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Animal/Crop Eco-terrorism

4.90

1.90

3.30

2.90

2.40

2.20

3.00

2.62

12.82

Workplace Violence

4.40

3.40

4.30

1.40

1.10

1.40

3.70

2.55

11.22

Lab Building Fire

3.70

1.30

3.80

3.00

2.70

3.00

3.30

2.85

10.55

Sports/Public Event 

Disturbance

3.80

2.90

4.20

1.90

1.30

1.60

3.80

2.62

9.94

Active Shooter

3.70

3.90

4.60

1.40

1.10

1.50

3.50

2.67

9.87

Residential Building Fire

3.30

1.10

3.80

3.00

2.70

1.70

4.20

2.75

9.08

Civil Disturbance

3.90

1.90

3.70

2.00

1.30

1.40

3.00

2.22

8.65

Wildland Fire

3.70

2.20

2.80

2.80

2.30

1.60

1.40

2.18

8.08

High Winds

4.20

1.70

2.60

2.60

1.90

1.60

1.10

1.92

8.05

Truck Bomb

2.50

1.00

4.60

3.40

2.60

3.30

4.10

3.17

7.92

Flood

3.40

1.40

2.50

3.00

2.30

2.90

1.40

2.25

7.65

Power Failure

3.30

1.20

2.20

3.00

2.60

2.40

2.00

2.23

7.37

Intentional Biological 

Agent Release

2.80

1.00

4.30

1.20

2.00

2.50

3.40

2.40

6.72

Accidental Hazmat 

Release - Kemper

2.70

2.50

3.60

1.70

1.20

1.30

3.00

2.22

5.99

Mail/Package Bomb

3.00

1.00

3.70

2.00

1.10

1.50

2.50

1.97

5.90

Public Health Emergency

2.80

1.00

4.10

1.00

1.40

2.60

2.50

2.10

5.88

Catastrophic Earthquake

2.20

1.20

2.80

3.00

2.80

3.10

2.10

2.50

5.50

IT Infrastructure 

Disruption

3.20

1.10

1.80

1.80

1.40

1.70

2.10

1.65

5.28

Intentional Radiological 

Material Release

2.30

1.00

3.30

1.70

1.90

2.40

3.30

2.27

5.21

Theft of 'Select Agent'

2.80

1.00

1.00

1.00

1.00

1.30

3.80

1.52

4.25

Telecommunications 

System Failure

2.30

1.10

1.50

1.50

1.80

1.30

1.50

1.45

3.34

Water Supply Disruption

2.20

1.00

1.70

1.40

1.30

1.30

1.50

1.37

3.01

Landslide - Mudslide

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Coastal Tsunami

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 
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1 = Lowest                  

5 = Highest

1 = Lowest                  
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Catastrophic Earthquake

3.70

1.00

4.00

3.60

4.00

4.30

2.40

3.22

11.90

Lab Building Fire

3.80

2.20

3.50

3.00

2.90

2.80

2.30

2.78

10.58

Residential Building Fire

3.30

1.80

3.70

3.20

2.60

2.50

3.00

2.80

9.24

Sports/Public Event 

Disturbance

3.40

1.90

3.00

2.20

1.40

1.50

2.30

2.05

6.97

Public Health Emergency

3.00

2.20

3.20

1.70

1.40

2.40

2.70

2.27

6.80

Workplace Violence

3.20

1.00

3.50

1.50

1.50

1.70

2.50

1.95

6.24

*

 Truck Bomb

2.30

1.00

3.90

3.20

2.90

2.50

2.60

2.68

6.17

Accidental Hazmat 

Release

2.80

1.10

2.80

1.70

1.50

2.10

2.40

1.93

5.41

High Winds

3.70

1.90

2.30

1.50

1.00

1.00

1.00

1.45

5.37

Animal/Crop Vandalism

2.90

1.10

1.90

1.80

1.90

1.70

1.60

1.67

4.83

#

 Active Shooter

2.50

1.00

3.90

1.50

1.20

1.60

2.10

1.88

4.71

Intentional Radiological 

Material Release

1.90

1.00

3.10

2.20

2.00

2.80

2.80

2.32

4.40

Water Supply Disruption

2.90

1.00

1.50

1.70

1.60

1.80

1.20

1.47

4.25

Intentional Biological 

Agent Release

2.20

1.00

2.80

1.70

1.70

2.10

2.30

1.93

4.25

Mail/Package Bomb

2.50

1.00

3.00

1.60

1.10

1.20

1.30

1.53

3.83

Power Failure

2.20

1.00

2.20

1.60

1.70

2.00

1.70

1.70

3.74

Wildland Fire

2.70

1.20

1.80

1.40

1.20

1.50

1.20

1.38

3.74

Civil Disturbance

2.20

1.20

2.50

1.80

1.30

1.30

1.50

1.60

3.52

IT Infrastructure 

Disruption

2.40

1.00

1.40

1.40

1.60

1.80

1.50

1.45

3.48

Theft of 'Select Agent'

2.20

1.00

1.40

1.10

1.00

1.30

2.10

1.32

2.90

Flood

1.80

1.60

2.10

2.00

1.30

1.50

1.10

1.60

2.88

Telecommunications 

System Failure

2.20

1.00

1.70

1.10

1.30

1.30

1.10

1.25

2.75

Landslide - Mudslide

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Coastal Tsunami

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

Potential deaths or injuries

Physical damage and costs

Interruption research & teaching 

Impact reputation/image
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4 = Probable                  

5 = Inevitable         

Question 1

Question 2

Question 1

Question 2

Question 1

Question 2

1 = Lowest                  

5 = Highest

1 = Lowest                  

25 = Highest

Catastrophic Earthquake

4.00

1.20

4.20

3.70

3.70

3.80

3.00

3.27

13.07

High Winds

4.80

2.20

2.90

2.20

1.40

1.20

1.30

1.87

8.96

Residential Building Fire

3.30

1.00

3.80

2.90

2.90

2.00

2.90

2.58

8.53

Animal/Crop Eco-

Terrorism

3.50

1.60

2.40

2.30

2.30

2.60

2.60

2.30

8.05

Active Shooter

2.70

2.90

4.20

1.70

1.20

1.80

3.30

2.52

6.80

Lab Building Fire

3.00

1.00

3.00

2.80

2.60

1.90

2.10

2.23

6.70

Sports/Public Event 

Disturbance

3.50

1.60

3.10

1.80

1.20

1.20

2.40

1.88

6.59

Flood

3.30

1.20

2.30

2.50

1.90

2.50

1.50

1.98

6.55

Truck Bomb

1.80

1.00

4.20

3.70

3.40

3.50

4.10

3.32

5.97

Workplace Violence

3.00

1.10

3.60

1.30

1.20

1.60

2.90

1.95

5.85

Mail/Package Bomb

2.60

1.00

3.50

2.60

1.70

1.90

2.60

2.22

5.76

Intentional Radiological 

Material Release

2.20

1.00

3.10

2.30

2.10

3.00

3.70

2.53

5.57

Public Health Emergency

2.80

1.10

3.00

1.20

1.30

2.50

2.80

1.98

5.55

Accidental Hazmat 

Release

2.70

1.00

3.00

2.00

1.70

1.80

2.40

1.98

5.36

Wildland Fire

3.30

1.50

2.00

1.60

1.50

1.50

1.30

1.57

5.17

Intentional Biological 

Agent Release

2.20

1.00

3.20

1.60

1.70

2.50

3.50

2.25

4.95

Civil Disturbance

2.50

1.00

2.80

1.90

1.40

1.40

2.40

1.82

4.54

Power Failure

2.80

1.00

2.00

2.30

1.60

1.50

1.30

1.62

4.53

IT Infrastructure 

Disruption

2.70

1.00

1.10

2.10

1.60

2.20

2.00

1.67

4.50

Theft of 'Select Agent'

2.60

1.00

2.00

1.20

1.10

1.40

3.00

1.62

4.20

Landslide - Mudslide

2.20

1.00

2.00

2.10

2.00

1.80

1.30

1.70

3.74

Telecommunications 

System Failure

2.20

1.00

1.20

1.70

1.60

1.60

1.40

1.42

3.12

Water Supply Disruption

2.20

1.00

1.30

1.40

1.20

1.10

1.20

1.20

2.64

Potential deaths or injuries

Physical damage and costs
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RISK OUTPUT (2)

		HAZARD RISK ASSESSMENT MODEL

		THREAT EVENT/ HAZARD

		Natural Hazards      Technological                    Human                           Terrorism		Berkeley Ranking		Davis Ranking		Irvine Ranking		Los Angeles Ranking		Merced Ranking		Riverside Ranking		San Diego Ranking		San Francisco Ranking		Santa Barbara Ranking		Santa Cruz Ranking		UCOP Ranking		Systemwide Relative Risk Ranking Score

		Catastrophic Earthquake		1		17		1		1		20		1		1		1		1		1		0		45

		Central Administration or Lab Building Fire		11		3		2		6		9		6		6		4		11		2		0		60

		Workplace Violence		9		2		6		2		7		10		8		7		2		8		0		61

		Animal/Crop Ecoterrorism		2		1		10		4		1		4		13		3		15		17		0		70

		Residential Building Fire		5		6		3		15		10		3		7		21		5		5		0		80

		Truck Bomb		14		10		7		8		3		9		2		9		10		11		0		83

		Active Shooter		7		5		11		10		4		5		10		17		6		13		0		88

		High Winds		20		9		9		13		5		2		3		22		4		6		0		93

		Sports/Public Event Disturbance		10		4		4		3		12		7		15		11		13		18		0		97

		Public Health Emergency		17		16		5		12		13		13		5		12		7		4		0		104

		Wildfire		4		8		17		22		6		15		4		14		8		10		0		108

		Mail/Package Bomb		8		15		15		11		8		11		9		8		19		16		0		120

		Intentional Biological Agent Release		15		13		14		5		15		16		11		10		16		14		0		129

		Power Failure		6		12		16		18		18		18		18		2		20		3		0		131

		Flood		13		11		21		19		2		8		16		18		9		15		0		132

		Civil Disturbance		3		7		18		9		11		17		24		23		14		9		0		135

		Accidental Hazmat Release		22		14		8		14		16		14		17		13		12		7		0		137

		Intentional Radiological Material Release		16		19		12		7		20		12		12		6		21		20		0		145

		Landslide - Mudslide		12		23		23		17		20		21		14		5		3		12		0		150

		IT Infrastructure Disruption		18		18		19		21		14		19		21		15		18		19		0		182

		Theft of 'Select Agent'		19		20		20		16		20		20		20		19		23		24		0		201

		Water Supply Disruption		21		22		13		20		19		23		19		24		24		21		0		206

		Telecommunications System Failure		24		21		22		23		17		22		22		25		25		22		0		223

		Coastal Tsunami		23		24		24		24		20		24		23		20		22		23		0		227
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

						SEVERITY = MAGNITUDE of IMPACTS

		BERKELEY THREAT EVENT/HAZARD		PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

				1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Catastrophic Earthquake		4.00		2.00		4.70		4.60		4.80		4.50		3.70		4.05		16.20

		Animal/Crop Eco-terrorism		4.40		2.10		3.50		2.70		2.90		3.50		2.90		2.93		12.91

		Civil Disturbance		4.50		3.90		4.10		2.60		2.10		1.90		2.60		2.87		12.90

		Wildland Fire		3.80		2.40		3.50		3.60		3.60		3.70		2.60		3.23		12.29

		Residential Building Fire		3.40		4.30		4.60		3.20		3.30		2.10		3.50		3.50		11.90

		Power Failure		4.80		2.40		2.60		2.90		2.30		1.70		1.70		2.27		10.88

		Active Shooter		3.40		4.50		4.70		1.50		2.10		1.90		2.60		2.88		9.80

		Mail/Package Bomb		3.70		3.10		3.90		2.30		1.80		1.70		2.80		2.60		9.62

		Workplace Violence		3.40		4.00		4.20		1.40		2.10		2.00		3.10		2.80		9.52

		Sports/Public Event Disturbance		3.80		2.30		3.70		2.10		1.80		1.50		2.60		2.33		8.87

		Lab Building Fire		3.50		1.10		3.70		3.10		3.20		1.70		2.10		2.48		8.69

		Landslide - Mudslide		3.50		1.70		2.80		2.90		2.50		2.60		1.70		2.37		8.28

		Flood		3.00		2.00		2.50		3.50		3.10		2.90		2.00		2.67		8.00

		Truck Bomb		2.60		1.00		4.30		3.30		3.10		3.20		3.20		3.02		7.84

		Intentional Biological Agent Release		2.90		1.00		4.60		2.00		2.40		2.90		3.20		2.68		7.78

		Intentional Radiological Material Release		2.50		1.00		3.60		1.90		3.30		3.50		4.00		2.88		7.21

		Public Health Emergency		2.80		1.80		3.20		1.30		1.60		2.60		2.90		2.23		6.25

		IT Infrastructure Disruption		3.50		1.00		1.00		2.10		1.60		1.40		1.60		1.45		5.08

		Theft of 'Select Agent'		2.80		1.00		1.10		1.10		1.80		1.80		3.30		1.68		4.71

		High Winds		2.80		1.40		2.30		1.80		1.60		1.70		1.10		1.65		4.62

		Water Supply Disruption		2.00		1.00		1.30		2.70		2.10		2.00		1.70		1.80		3.60

		Accidental Hazmat Release		2.20		1.20		3.00		1.20		1.50		1.40		1.50		1.63		3.59

		Coastal Tsunami		1.70		1.10		2.20		1.50		1.40		1.50		1.20		1.48		2.52

		Telecommunications System Failure		1.90		1.00		1.70		1.30		1.20		1.10		1.30		1.27		2.41

		AVERAGE SCORE		3.20		2.01		3.20		2.36		2.38		2.28		2.45		2.45		7.85
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

						SEVERITY = MAGNITUDE of IMPACTS

		MERCED THREAT EVENT/HAZARD		PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

				1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Animal/Crop Eco-Terrorism		4.30		0.00		2.40		3.00		2.60		2.90		3.50		2.88		12.38

		Flood		3.60		0.00		3.10		3.30		3.30		3.60		2.50		3.16		11.38

		Truck Bomb		2.50		0.00		4.00		3.30		4.00		4.20		4.10		3.92		9.80

		Active Shooter		3.50		0.00		4.30		1.80		1.30		1.80		3.90		2.62		9.17

		High Winds		3.80		0.00		2.90		2.60		2.20		2.00		1.90		2.32		8.82

		Wildland Fire		4.10		0.00		2.40		2.20		2.00		2.10		1.70		2.08		8.53

		Workplace Violence		3.40		0.00		3.80		1.60		1.10		1.60		3.70		2.36		8.02

		Mail/Package Bomb		3.30		0.00		3.30		1.90		1.50		1.50		3.20		2.28		7.52

		Lab Building Fire		2.60		0.00		2.70		2.80		3.00		3.00		2.80		2.86		7.44

		Residential Building Fire		2.60		0.00		3.30		2.60		2.80		2.20		3.20		2.82		7.33

		Civil Disturbance		3.60		0.00		2.70		2.10		1.50		1.30		2.40		2.00		7.20

		Sports/Public Event Disturbance		3.30		0.00		3.10		2.00		1.30		1.30		2.90		2.12		7.00

		Public Health Emergency		2.80		0.00		3.10		1.00		1.10		3.00		3.40		2.32		6.50

		IT Infrastructure Disruption		3.10		0.00		1.40		1.80		2.20		2.40		2.10		1.98		6.14

		Intentional Biological Agent Release		2.40		0.00		3.00		1.70		1.70		2.40		2.90		2.34		5.62

		Accidental Hazmat Release		2.10		0.00		2.40		1.20		1.40		1.20		2.30		1.70		3.57

		Telecommunications System Failure		2.80		0.00		1.70		1.10		1.00		1.10		1.40		1.26		3.53

		Power Failure		2.40		0.00		1.40		1.50		1.20		1.60		1.40		1.42		3.41

		Water Supply Disruption		2.20		0.00		1.20		1.20		1.00		2.00		1.60		1.40		3.08

		Landslide - Mudslide		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Catastrophic Earthquake		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Coastal Tsunami		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Intentional Radiological Material Release		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Theft of 'Select Agent'		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		AVERAGE SCORE		2.43		0.00		2.18		1.61		1.51		1.72		2.12		1.52		3.70

		19.8
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

						SEVERITY = MAGNITUDE of IMPACTS

		SAN DIEGO THREAT EVENT/HAZARD		PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

				1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Catastrophic Earthquake		2.70		1.00		4.00		4.50		5.00		4.20		2.90		3.60		9.72

		Truck Bomb		2.30		1.00		4.60		3.20		3.50		2.70		3.10		3.02		6.94

		High Winds		3.80		1.60		3.10		2.10		1.40		1.20		1.30		1.78		6.78

		Wildland Fire		3.00		2.30		2.90		2.30		1.80		2.10		1.20		2.10		6.30

		Public Health Emergency		2.90		1.80		3.60		1.10		1.10		2.70		2.60		2.15		6.24

		Lab Building Fire		2.90		1.20		3.10		2.70		2.20		1.40		1.90		2.08		6.04

		Residential Building Fire		2.70		1.00		3.40		2.90		2.20		1.30		2.10		2.15		5.81

		Workplace Violence		2.80		1.00		4.10		1.20		1.10		1.30		2.40		1.85		5.18

		Mail/Package Bomb		2.80		1.20		3.70		2.00		1.00		1.20		1.80		1.82		5.09

		Active Shooter		2.60		1.00		4.40		1.20		1.00		1.40		2.60		1.93		5.03

		Intentional Biological Agent Release		2.40		1.00		3.10		1.60		1.90		2.30		2.50		2.07		4.96

		Intentional Radiological Material Release		2.20		1.00		3.20		2.10		1.60		2.40		2.80		2.18		4.80

		Animal/Crop Eco-Terrorism		2.80		1.00		1.70		2.00		1.50		1.40		1.80		1.57		4.39

		Landslide - Mudslide		2.70		1.00		2.10		1.70		1.70		1.70		1.40		1.60		4.32

		Sports/Public Event Disturbance		2.40		1.90		2.70		1.50		1.00		1.10		2.00		1.70		4.08

		Water Tank Failure		2.00		1.00		2.60		2.40		2.30		1.80		1.70		1.97		3.93

		Accidental Hazmat Release		2.40		1.00		2.90		1.80		1.10		1.10		1.70		1.60		3.84

		Power Failure		2.30		1.00		1.80		2.20		2.00		1.40		1.50		1.65		3.80

		Water Supply Disruption		2.80		1.00		1.30		1.80		1.20		1.40		1.20		1.32		3.69

		Theft of 'Select Agent'		2.10		1.00		1.40		1.00		1.20		1.60		3.10		1.55		3.26

		IT Infrastructure Disruption		2.40		1.00		1.10		1.30		1.10		1.70		1.70		1.32		3.16

		Telecommunications System Failure		2.10		1.00		1.30		1.10		1.10		1.10		1.10		1.12		2.35

		Coastal Tsunami		1.40		1.00		1.80		1.70		1.40		1.30		1.30		1.42		1.98

		Civil Disturbance		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		AVERAGE SCORE		2.44		1.13		2.66		1.89		1.64		1.66		1.90		1.81		4.42

		16.7

		71.9
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

		SANTA BARBARA THREAT EVENT/ HAZARD				SEVERITY = MAGNITUDE of IMPACTS

				PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

				1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Catastrophic Earthquake		4.40		1.40		4.00		3.70		3.70		3.30		2.30		3.07		13.49

		Workplace Violence		4.50		4.10		4.80		1.60		1.10		1.30		3.30		2.70		12.15

		Bluff Collapse		4.20		1.00		3.30		2.90		2.40		2.20		1.90		2.28		9.59

		High Winds		4.50		2.40		3.20		2.60		1.80		1.40		1.20		2.10		9.45

		Residential Building Fire		3.20		1.00		4.00		3.00		2.80		1.70		3.00		2.58		8.27

		Active Shooter		3.50		1.50		4.60		1.30		1.00		1.30		3.40		2.18		7.64

		Public Health Emergency		3.00		2.80		3.90		1.10		1.20		3.10		3.10		2.53		7.60

		Wildland Fire		3.50		1.00		2.80		2.80		2.50		2.00		1.50		2.10		7.35

		Flood		3.60		2.00		2.40		2.50		2.00		1.80		1.20		1.98		7.14

		Truck Bomb		2.30		1.00		4.60		3.60		3.30		2.60		3.40		3.08		7.09

		Central Administration Building Fire		3.10		1.00		3.50		2.80		2.90		1.70		1.80		2.28		7.08

		Accidental Hazmat Release Lab		3.00		1.80		3.40		2.40		2.00		1.70		2.10		2.23		6.70

		Sports/Public Event Disturbance		3.00		2.00		3.30		2.20		1.50		1.00		2.50		2.08		6.25

		Civil Disturbance		2.90		1.00		3.20		2.40		1.60		1.50		3.00		2.12		6.14

		Animal/Crop Ecoterrorism		3.30		1.00		2.20		2.20		1.50		1.20		2.20		1.72		5.67

		Intentional Biological Agent Release		2.10		1.00		4.20		2.50		2.50		2.30		3.60		2.68		5.64

		Building Mass Theft		3.70		1.00		1.30		2.00		1.50		1.20		2.00		1.50		5.55

		IT Infrastructure Disruption		3.20		1.00		1.10		2.00		2.30		2.40		1.60		1.73		5.55

		Mail/Package Bomb		2.70		1.00		3.70		2.20		1.40		1.30		2.20		1.97		5.31

		Power Failure		3.60		1.00		1.90		1.80		1.30		1.40		1.10		1.42		5.10

		Intentional Radiological Material Release		1.90		1.00		3.00		2.20		2.00		2.30		3.10		2.27		4.31

		Coastal Tsunami		2.20		1.00		2.60		2.00		1.60		1.50		1.70		1.73		3.81

		Theft of 'Select Agent'		2.10		1.00		1.20		1.10		1.00		1.10		3.30		1.45		3.05

		Water Supply Disruption		2.50		1.00		1.20		1.20		1.10		1.20		1.10		1.13		2.83

		Telecommunications System Failure		2.20		1.00		1.40		1.10		1.00		1.00		1.00		1.08		2.38

		AVERAGE SCORE		3.13		1.40		2.99		2.21		1.88		1.74		2.26		2.08		6.51

		19.1

		86.8
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Sheet1

		Threat		Truck Bomb				Earthquake				Animal-Crop Eco-Terrorism				High Winds				Residential Building Fire				Active Shooter				Workplace Violence				Public Event Disturbance				Lab Building Fire				Public Health Emergency				Wildland Fire				Civil Disturbance				Power Failure				Mail/Package Bomb				Landslide				Biological Release				Radiological Release				Flood				IT Infrastructure Disruption				Theft of Select Agent				Water Supply Disruption				Hazmat Release				Coastal Tsunami				Telecommunications Failure

				Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity		Probability		Severity

		Campus

		Berkeley		2.6		3.2		4		4.05		4.4		2.93		2.8		1.65		3.4		3.5		3.4		2.88		3.4		2.8		3.8		2.33		3.5		2.48		2.8		2.23		3.8		3.23		4.5		2.87		4.8		2.27		3.7		2.6		3.5		2.37		2.9		2.68		2.5		2.88		3		2.67		3.5		1.45		2.8		1.68		2		1.8		2.2		1.63		1.7		1.48		1.9		1.27

		Davis		2.5		3.17		2.2		2.5		4.9		2.62		4.2		1.92		3.3		2.75		3.7		2.67		4.4		2.55		3.8		2.62		3.7		2.85		2.8		2.1		3.7		2.18		3.9		2.2		3.3		2.23		3		1.97						2.8		2.4		2.3		2.27		3.4		2.25		3.2		1.65		2.8		1.52		2.2		1.37		2.7		2.22						2.3		1.45

		Irvine		3.2		2.68		3.7		3.22		2.9		1.67		3.7		1.45		3.3		2.8		2.5		1.88		3.2		1.95		3.4		2.05		3.8		2.78		3		2.27		2.7		1.38		2.2		1.6		2.2		1.17		2.5		1.53						2.2		1.93		1.9		2.32		1.8		1.6		2.4		1.45		2.2		1.32		2.9		1.47		2.8		1.93						2.2		1.25

		Los Angeles		2.1		2.73		4.4		3.45		3.7		2.03		2.9		1.65		2		1.97		2.6		2.1		3.6		2.33		3.5		2.18		3.1		2.03		2.9		1.8		2.1		1.32		3.3		1.7		2.6		1.3		2.7		1.97		2.8		1.33		2.7		2.72		2.2		2.78		2.4		1.4		2.4		1.17		2.4		1.6		2.7		1.2		2.5		1.78						1.9		1.03

		Merced		2.5		3.92						4.3		2.88		3.8		2.32		2.6		2.82		3.5		2.62		3.4		2.36		3.3		2.12		2.6		2.86		2.8		2.32		4.1		2.08		3.6		2		2.4		1.42		3.3		2.28						2.4		2.34						3.6		3.16		3.1		1.98						2.2		1.4		2.1		1.7						2.8		1.26

		Riverside		1.8		3.32		4		3.27		3.5		2.3		4.8		1.87		3.3		2.58		2.7		2.52		3		1.95		3.5		1.88		3		2.23		2.8		1.98		3.3		1.57		2.5		1.82		2.8		1.62		2.6		2.22		2.2		1.7		2.2		2.25		2.2		2.53		3.3		1.98		2.7		1.67		2.6		1.62		2.2		1.2		2.7		1.98						2.2		1.42

		San Diego		2.3		3.02		2.7		3.6		2.8		1.57		3.8		1.78		2.7		2.15		2.6		1.93		2.8		1.85		2.4		1.7		2.9		2.08		2.9		2.15		3		2.1						2.3		1.35		2.8		1.82		2.7		1.6		2.4		2.07		2.2		2.18		2		1.97		2.4		1.32		2.1		1.55		2.8		1.32		2.4		1.6		1.4		1.42		2.1		1.12

		Santa Barbara		2.3		3.08		4.4		3.07		3.3		1.72		4.5		2.1		3.2		2.58		3.5		2.18		4.5		2.7		3		2.08		3.1		2.28		3		2.53		3.5		2.1		2.9		2.12		3.6		1.42		2.7		1.97		4.2		2.8		2.1		2.68		1.9		2.27		3.6		1.98		3.2		1.73		2.1		1.45		2.5		1.13		3		2.23		2.2		1.73		2.2		1.08

		San Francisco		2.7		3.48		4.5		3.9		4.4		2.58		3.2		1.72		2.6		2.25		2.8		2.4		3.6		2.65		4		2.22		3.5		3.07		3.2		2.72		3		2.45		2.9		1.75		4.5		2.58		3.4		2.77		4		2.58		2.8		3.25		2.9		3.3		3		2.17		3.7		1.9		3		1.98		3.2		1.5		2.9		2.7		2.6		2.25		2.8		1.45

		Santa Cruz		2		2.63		4.1		2.78		3		1.5		3.7		1.7		3		2.1		2.4		2.08		3.2		1.8		2.7		1.6		3.8		2.88		3.3		2.13		2.8		1.9		3.2		1.75		4.7		1.68		2.5		1.8		2.9		1.77		2.3		2.17		1.8		2.38		2.9		1.62		3.2		1.35						3		1.2		2.5		2.4		2		1.55		3.1		1.08

		Average		2.40		3.12		3.78		3.32		3.72		2.18		3.74		1.82		2.94		2.55		2.97		2.33		3.51		2.29		3.34		2.08		3.30		2.55		2.95		2.22		3.20		2.03		3.22		1.98		3.32		1.70		2.92		2.09		3.19		2.02		2.48		2.45		2.21		2.55		2.90		2.08		2.98		1.57		2.50		1.59		2.57		1.36		2.58		2.02		1.98		1.69		2.35		1.24

		Standard Deviation		0.3972		0.3966		0.8028		0.5004		0.7391		0.5527		0.6501		0.2498		0.4526		0.4557		0.4945		0.3405		0.5547		0.3796		0.5082		0.2983		0.4163		0.3785		0.1780		0.2625		0.5981		0.5584		0.7085		0.3897		1.0272		0.4839		0.4158		0.3785		0.7335		0.5571		0.2936		0.3897		0.3408		0.3708		0.6394		0.5258		0.4756		0.2622		0.3505		0.1928		0.4084		0.1995		0.2936		0.3635		0.4604		0.3361		0.4089		0.1604

		Average of two numbers		0.40				0.65				0.65				0.45				0.45				0.42				0.47				0.40				0.40				0.22				0.58				0.27				0.38				0.20				0.32				0.17				0.18				0.29				0.18				0.14				0.15				0.16				0.20				0.14

		IMPACT		7.4952				12.5254320988				8.1096				6.79184				7.497				6.90822				8.05194				6.94052				8.4282				6.55785				6.4992				6.3764197531				5.65728				6.11156				6.4396938776				6.07352				5.6285061728				6.032				4.66966				3.975				3.49263				5.20386				3.33828				2.91635

		High Probability		3.78

		Low Probability		2.40

		High Severity		3.32

		Low Severity		1.82
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

		SANTA CRUZ THREAT EVENT/HAZARD				SEVERITY = MAGNITUDE of IMPACTS

				PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

				1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Catastrophic Earthquake		4.10		2.00		3.40		3.30		3.30		2.60		2.10		2.78		11.41

		Lab Building Fire		3.80		2.00		3.40		3.00		3.50		3.00		2.40		2.88		10.96

		Power Failure		4.70		1.10		2.20		1.60		2.00		1.80		1.40		1.68		7.91

		Public Health Emergency		3.30		1.00		3.60		1.10		1.60		2.80		2.70		2.13		7.04

		Residential Building Fire		3.00		1.10		3.20		2.70		2.00		1.20		2.40		2.10		6.30

		High Winds		3.70		1.10		2.60		2.30		1.60		1.40		1.20		1.70		6.29

		Accidental Hazmat Release		2.50		1.30		2.90		2.00		2.20		1.70		4.30		2.40		6.00

		Workplace Violence		3.20		1.00		3.60		1.10		1.00		1.30		2.80		1.80		5.76

		Civil Disturbance		3.20		1.80		2.60		1.80		1.20		1.10		2.00		1.75		5.60

		Wildland Fire		2.80		1.10		2.30		2.30		2.10		1.90		1.70		1.90		5.32

		Truck Bomb		2.00		1.00		4.20		3.00		2.50		2.30		2.80		2.63		5.27

		Sinkhole		2.90		1.00		2.30		2.10		2.00		1.80		1.40		1.77		5.12

		Active Shooter		2.40		1.00		4.20		1.30		1.00		1.70		3.30		2.08		5.00

		Intentional Biological Agent Release		2.30		1.00		3.30		1.60		2.00		2.30		2.80		2.17		4.98

		Flood		2.90		1.00		2.30		1.80		1.60		1.50		1.50		1.62		4.69

		Mail/Package Bomb		2.50		1.00		3.30		1.80		1.10		1.30		2.30		1.80		4.50

		Animal Vandalism		3.00		1.00		2.00		1.80		1.10		1.20		1.90		1.50		4.50

		Sports/Public Event Disturbance		2.70		1.90		2.30		1.50		1.00		1.00		1.90		1.60		4.32

		IT Infrastructure Disruption		3.20		1.00		1.00		1.10		1.40		1.70		1.90		1.35		4.32

		Intentional Radiological Material Release		1.80		1.00		3.60		2.20		1.90		2.60		3.00		2.38		4.29

		Water Supply Disruption		3.00		1.10		1.30		1.10		1.20		1.30		1.20		1.20		3.60

		Telecommunications System Failure		3.10		1.00		1.20		1.10		1.10		1.10		1.00		1.08		3.36

		Coastal Tsunami		2.00		1.00		1.80		1.90		1.60		1.60		1.40		1.55		3.10

		Theft of 'Select Agent'		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		AVERAGE SCORE		2.84		1.15		2.61		1.81		1.67		1.68		2.06		1.83		5.19

		18.4
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

		SAN FRANCISCO THREAT EVENT/HAZARD				SEVERITY = MAGNITUDE of IMPACTS

				PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

				1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Catastrophic Earthquake		4.50		3.20		4.20		3.80		4.00		4.70		3.50		3.90		17.55

		Power Failure		4.50		1.90		2.30		2.60		3.00		3.50		2.20		2.58		11.63

		Animal Facility Eco-Terrorism		4.40		2.00		2.90		2.40		2.20		2.80		3.20		2.58		11.37

		Lab Building Fire		3.50		2.80		3.60		3.00		2.80		3.50		2.70		3.07		10.73

		Landslide - Mudslide		4.00		1.90		3.10		2.90		2.60		3.10		1.90		2.58		10.33

		Intentional Radiological Material Release		2.90		2.30		3.30		3.20		3.00		4.00		4.00		3.30		9.57

		Workplace Violence		3.60		3.80		4.20		1.60		1.40		1.70		3.20		2.65		9.54

		Mail/Package Bomb		3.40		3.20		3.90		2.40		1.90		2.60		2.60		2.77		9.41

		Truck Bomb		2.70		1.00		4.30		3.60		4.00		4.50		3.50		3.48		9.41

		Intentional Biological Agent Release		2.80		1.00		4.10		3.40		3.10		4.00		3.90		3.25		9.10

		Public Event Disturbance		4.00		2.20		2.70		2.20		1.90		1.60		2.70		2.22		8.87

		Public Health Emergency		3.20		1.70		4.00		1.60		2.30		3.50		3.20		2.72		8.69

		Accidental Hazmat Release		2.90		1.00		3.10		2.70		2.90		2.40		4.10		2.70		7.83

		Wildland Fire		3.00		1.20		2.80		2.90		2.70		3.10		2.00		2.45		7.35

		IT Security Breach		3.70		1.00		1.20		1.20		2.00		2.30		4.00		1.95		7.22

		IT Infrastructure Disruption		3.70		1.10		1.40		1.90		1.90		2.10		3.00		1.90		7.03

		Active Shooter		2.80		1.00		4.50		2.10		1.30		2.30		3.20		2.40		6.72

		Flood		3.00		1.70		2.50		2.50		2.20		2.50		1.60		2.17		6.50

		Theft of 'Select Agent'		3.00		1.00		1.80		1.20		1.30		2.20		4.40		1.98		5.95

		Coastal Tsunami		2.60		1.00		2.60		2.80		2.40		3.00		1.70		2.25		5.85

		Residential Building Fire		2.60		1.20		2.80		2.80		3.00		1.70		2.00		2.25		5.85

		High Winds		3.20		1.40		2.30		2.10		1.60		1.70		1.20		1.72		5.49

		Civil Disturbance		2.90		1.00		2.50		2.00		1.50		1.60		1.90		1.75		5.08

		Water Supply Disruption		3.20		1.20		1.80		1.70		1.30		1.60		1.40		1.50		4.80

		Telecommunications System Failure		2.80		1.00		1.40		2.00		1.40		1.50		1.40		1.45		4.06

		AVERAGE SCORE		3.32		1.67		2.93		2.42		2.31		2.70		2.74		2.46		8.17
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

						SEVERITY = MAGNITUDE of IMPACTS

		RIVERSIDE THREAT EVENT/HAZARD		PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

				1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Catastrophic Earthquake		4.00		1.20		4.20		3.70		3.70		3.80		3.00		3.27		13.07

		High Winds		4.80		2.20		2.90		2.20		1.40		1.20		1.30		1.87		8.96

		Residential Building Fire		3.30		1.00		3.80		2.90		2.90		2.00		2.90		2.58		8.53

		Animal/Crop Eco-Terrorism		3.50		1.60		2.40		2.30		2.30		2.60		2.60		2.30		8.05

		Active Shooter		2.70		2.90		4.20		1.70		1.20		1.80		3.30		2.52		6.80

		Lab Building Fire		3.00		1.00		3.00		2.80		2.60		1.90		2.10		2.23		6.70

		Sports/Public Event Disturbance		3.50		1.60		3.10		1.80		1.20		1.20		2.40		1.88		6.59

		Flood		3.30		1.20		2.30		2.50		1.90		2.50		1.50		1.98		6.55

		Truck Bomb		1.80		1.00		4.20		3.70		3.40		3.50		4.10		3.32		5.97

		Workplace Violence		3.00		1.10		3.60		1.30		1.20		1.60		2.90		1.95		5.85

		Mail/Package Bomb		2.60		1.00		3.50		2.60		1.70		1.90		2.60		2.22		5.76

		Intentional Radiological Material Release		2.20		1.00		3.10		2.30		2.10		3.00		3.70		2.53		5.57

		Public Health Emergency		2.80		1.10		3.00		1.20		1.30		2.50		2.80		1.98		5.55

		Accidental Hazmat Release		2.70		1.00		3.00		2.00		1.70		1.80		2.40		1.98		5.36

		Wildland Fire		3.30		1.50		2.00		1.60		1.50		1.50		1.30		1.57		5.17

		Intentional Biological Agent Release		2.20		1.00		3.20		1.60		1.70		2.50		3.50		2.25		4.95

		Civil Disturbance		2.50		1.00		2.80		1.90		1.40		1.40		2.40		1.82		4.54

		Power Failure		2.80		1.00		2.00		2.30		1.60		1.50		1.30		1.62		4.53

		IT Infrastructure Disruption		2.70		1.00		1.10		2.10		1.60		2.20		2.00		1.67		4.50

		Theft of 'Select Agent'		2.60		1.00		2.00		1.20		1.10		1.40		3.00		1.62		4.20

		Landslide - Mudslide		2.20		1.00		2.00		2.10		2.00		1.80		1.30		1.70		3.74

		Telecommunications System Failure		2.20		1.00		1.20		1.70		1.60		1.60		1.40		1.42		3.12

		Water Supply Disruption		2.20		1.00		1.30		1.40		1.20		1.10		1.20		1.20		2.64

				0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		AVERAGE SCORE		2.75		1.18		2.66		2.04		1.76		1.93		2.29		1.98		5.43
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		83.3
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

						SEVERITY = MAGNITUDE of IMPACTS

		IRVINE THREAT EVENT/ HAZARD		PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

				1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Catastrophic Earthquake		3.70		1.00		4.00		3.60		4.00		4.30		2.40		3.22		11.90

		Lab Building Fire		3.80		2.20		3.50		3.00		2.90		2.80		2.30		2.78		10.58

		Residential Building Fire		3.30		1.80		3.70		3.20		2.60		2.50		3.00		2.80		9.24

		Sports/Public Event Disturbance		3.40		1.90		3.00		2.20		1.40		1.50		2.30		2.05		6.97

		Public Health Emergency		3.00		2.20		3.20		1.70		1.40		2.40		2.70		2.27		6.80

		Workplace Violence		3.20		1.00		3.50		1.50		1.50		1.70		2.50		1.95		6.24

				2.30		1.00		3.90		3.20		2.90		2.50		2.60		2.68		6.17

		Accidental Hazmat Release		2.80		1.10		2.80		1.70		1.50		2.10		2.40		1.93		5.41

		High Winds		3.70		1.90		2.30		1.50		1.00		1.00		1.00		1.45		5.37

		Animal/Crop Vandalism		2.90		1.10		1.90		1.80		1.90		1.70		1.60		1.67		4.83

				2.50		1.00		3.90		1.50		1.20		1.60		2.10		1.88		4.71

		Intentional Radiological Material Release		1.90		1.00		3.10		2.20		2.00		2.80		2.80		2.32		4.40

		Water Supply Disruption		2.90		1.00		1.50		1.70		1.60		1.80		1.20		1.47		4.25

		Intentional Biological Agent Release		2.20		1.00		2.80		1.70		1.70		2.10		2.30		1.93		4.25

		Mail/Package Bomb		2.50		1.00		3.00		1.60		1.10		1.20		1.30		1.53		3.83

		Power Failure		2.20		1.00		2.20		1.60		1.70		2.00		1.70		1.70		3.74

		Wildland Fire		2.70		1.20		1.80		1.40		1.20		1.50		1.20		1.38		3.74

		Civil Disturbance		2.20		1.20		2.50		1.80		1.30		1.30		1.50		1.60		3.52

		IT Infrastructure Disruption		2.40		1.00		1.40		1.40		1.60		1.80		1.50		1.45		3.48

		Theft of 'Select Agent'		2.20		1.00		1.40		1.10		1.00		1.30		2.10		1.32		2.90

		Flood		1.80		1.60		2.10		2.00		1.30		1.50		1.10		1.60		2.88

		Telecommunications System Failure		2.20		1.00		1.70		1.10		1.30		1.30		1.10		1.25		2.75

		Landslide - Mudslide		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Coastal Tsunami		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		AVERAGE SCORE		2.49		1.18		2.47		1.77		1.59		1.78		1.78		1.76		4.38

		17.9

		71.7
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

						SEVERITY = MAGNITUDE of IMPACTS

		LOS ANGELES THREAT EVENT/ HAZARD		PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

				1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Catastrophic Earthquake		4.40		1.60		4.50		4.00		4.90		3.90		1.80		3.45		15.18

		Workplace Violence		3.60		4.00		4.20		1.20		1.00		1.00		2.60		2.33		8.40

		Sports/Public Event Disturbance		3.50		2.90		3.10		2.10		1.20		1.50		2.30		2.18		7.64

		Animal/Crop Eco-Terrorism		3.70		1.80		2.00		2.60		2.00		1.50		2.30		2.03		7.52

				2.70		1.00		3.90		1.50		3.20		3.60		3.10		2.72		7.34

		Lab Building Fire		3.10		1.20		2.70		2.50		2.20		1.80		1.80		2.03		6.30

				2.20		1.00		3.70		2.40		2.90		3.30		3.40		2.78		6.12

				2.10		1.00		4.30		3.30		2.80		2.60		2.40		2.73		5.74

		Civil Disturbance		3.30		1.90		2.80		1.70		1.20		1.40		1.20		1.70		5.61

		Active Shooter		2.60		1.00		4.60		1.50		1.20		1.80		2.50		2.10		5.46

		Mail/Package Bomb		2.70		1.10		3.70		2.10		1.40		1.60		1.90		1.97		5.31

		Public Health Emergency		2.90		1.30		3.00		1.00		1.10		2.00		2.40		1.80		5.22

		High Winds		2.90		2.20		2.70		1.60		1.20		1.20		1.00		1.65		4.79

				2.50		2.00		2.60		1.40		1.30		1.40		2.00		1.78		4.46

				2.00		1.20		2.70		2.40		2.00		1.30		2.20		1.97		3.93

		Theft of 'Select Agent'		2.40		1.00		1.20		1.10		1.10		1.50		3.70		1.60		3.84

		Landslide - Mudslide		2.80		1.10		1.90		1.50		1.10		1.30		1.10		1.33		3.73

		Power Failure		2.60		1.10		1.60		1.20		1.40		1.40		1.10		1.30		3.38

		Flood		2.40		1.00		1.80		1.70		1.20		1.60		1.10		1.40		3.36

		Water Supply Disruption		2.70		1.10		1.50		1.20		1.10		1.20		1.10		1.20		3.24

				2.40		1.00		1.10		1.30		1.20		1.20		1.20		1.17		2.80

		Wildland Fire		2.10		1.00		2.00		1.30		1.20		1.40		1.00		1.32		2.77

		Telecommunications System Failure		1.90		1.00		1.10		1.00		1.00		1.10		1.00		1.03		1.96

				0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		AVERAGE SCORE		2.65		1.40		2.61		1.73		1.62		1.69		1.84		1.82		4.80

		16

		84.4
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

						SEVERITY = MAGNITUDE of IMPACTS

		DAVIS THREAT EVENT/ HAZARD		PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

				1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Animal/Crop Eco-terrorism		4.90		1.90		3.30		2.90		2.40		2.20		3.00		2.62		12.82

		Workplace Violence		4.40		3.40		4.30		1.40		1.10		1.40		3.70		2.55		11.22

		Lab Building Fire		3.70		1.30		3.80		3.00		2.70		3.00		3.30		2.85		10.55

		Sports/Public Event Disturbance		3.80		2.90		4.20		1.90		1.30		1.60		3.80		2.62		9.94

		Active Shooter		3.70		3.90		4.60		1.40		1.10		1.50		3.50		2.67		9.87

		Residential Building Fire		3.30		1.10		3.80		3.00		2.70		1.70		4.20		2.75		9.08

		Civil Disturbance		3.90		1.90		3.70		2.00		1.30		1.40		3.00		2.22		8.65

		Wildland Fire		3.70		2.20		2.80		2.80		2.30		1.60		1.40		2.18		8.08

		High Winds		4.20		1.70		2.60		2.60		1.90		1.60		1.10		1.92		8.05

		Truck Bomb		2.50		1.00		4.60		3.40		2.60		3.30		4.10		3.17		7.92

		Flood		3.40		1.40		2.50		3.00		2.30		2.90		1.40		2.25		7.65

		Power Failure		3.30		1.20		2.20		3.00		2.60		2.40		2.00		2.23		7.37

		Intentional Biological Agent Release		2.80		1.00		4.30		1.20		2.00		2.50		3.40		2.40		6.72

		Accidental Hazmat Release - Kemper		2.70		2.50		3.60		1.70		1.20		1.30		3.00		2.22		5.99

		Mail/Package Bomb		3.00		1.00		3.70		2.00		1.10		1.50		2.50		1.97		5.90

		Public Health Emergency		2.80		1.00		4.10		1.00		1.40		2.60		2.50		2.10		5.88

		Catastrophic Earthquake		2.20		1.20		2.80		3.00		2.80		3.10		2.10		2.50		5.50

		IT Infrastructure Disruption		3.20		1.10		1.80		1.80		1.40		1.70		2.10		1.65		5.28

		Intentional Radiological Material Release		2.30		1.00		3.30		1.70		1.90		2.40		3.30		2.27		5.21

		Theft of 'Select Agent'		2.80		1.00		1.00		1.00		1.00		1.30		3.80		1.52		4.25

		Telecommunications System Failure		2.30		1.10		1.50		1.50		1.80		1.30		1.50		1.45		3.34

		Water Supply Disruption		2.20		1.00		1.70		1.40		1.30		1.30		1.50		1.37		3.01

		Landslide - Mudslide		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Coastal Tsunami		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		AVERAGE SCORE		2.96		1.49		2.93		1.95		1.68		1.82		2.51		2.06		6.10

		21.3

		89.4
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RISK OUTPUT (2)

		

		THREAT EVENT/ HAZARD		CAMPUS RISK ASSESSMENT RANKINGS

		Natural Hazards      Technological                    Human-Caused                           Terrorist Acts		Berkeley		Davis		Irvine		Los Angeles		Merced		Riverside		San Diego		San Francisco		Santa Barbara		Santa Cruz		Systemwide Relative Risk Ranking Score

		Catastrophic Earthquake		1		17		1		1		20		1		1		1		1		1		45

		Lab Building Fire		11		3		2		6		9		6		6		4		11		2		60

		Workplace Violence		9		2		6		2		7		10		8		7		2		8		61

		Animal/Crop                 Eco-terrorism		2		1		10		4		1		4		13		3		15		17		70

		Residential Building Fire		5		6		3		15		10		3		7		21		5		5		80

		Truck Bomb		14		10		7		8		3		9		2		9		10		11		83

		Active Shooter		7		5		11		10		4		5		10		17		6		13		88

		High Winds		20		9		9		13		5		2		3		22		4		6		93

		Sports/Public Event Disturbance		10		4		4		3		12		7		15		11		13		18		97

		Public Health Emergency		17		16		5		12		13		13		5		12		7		4		104

		Wildland Fire		4		8		17		22		6		15		4		14		8		10		108

		Mail/Package Bomb		8		15		15		11		8		11		9		8		19		16		120

		Intentional Biological Agent Release		15		13		14		5		15		16		11		10		16		14		129

		Power Failure		6		12		16		18		18		18		18		2		20		3		131

		Flood		13		11		21		19		2		8		16		18		9		15		132

		Civil Disturbance		3		7		18		9		11		17		24		23		14		9		135

		Accidental Hazmat Release		22		14		8		14		16		14		17		13		12		7		137

		Intentional Radiological Release		16		19		12		7		20		12		12		6		21		20		145

		Landslide - Mudslide		12		23		23		17		20		21		14		5		3		12		150

		IT Infrastructure Disruption		18		18		19		21		14		19		21		15		18		19		182

		Theft of 'Select Agent'		19		20		20		16		20		20		20		19		23		24		201

		Water Supply Disruption		21		22		13		20		19		23		19		24		24		21		206

		Telecommunications System Failure		24		21		22		23		17		22		22		25		25		22		223

		Coastal Tsunami		23		24		24		24		20		24		23		20		22		23		227

		73

		472



&C&"Arial,Bold"&14Table 1.  Systemwide Threat Event Rankings
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RISK OUTPUT

		HAZARD RISK ASSESSMENT MODEL

						SEVERITY = MAGNITUDE of IMPACTS

		THREAT EVENT/ HAZARD		PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT				SEVERITY IMPACTS		RELATIVE RISK

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Impact Severity

		Natural Hazards      Technological                    Human                           Terrorism		1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable		Question 1		Question 2		Question 1		Question 2		Question 1		Question 2		1 = Lowest                  5 = Highest		1 = Lowest                  25 = Highest

		Flood		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Landslide - Mudslide		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		High Winds		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Wildland Fire		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Catastrophic Earthquake		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Coastal Tsunami		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Power Failure		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Water Supply Disruption		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Telecommunications System Failure		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		IT Infrastructure Disruption		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Residential Building Fire		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Laboratory or Central Admin Building Fire		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Accidental Hazmat Release		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Public Health Emergency		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Sports/Public Event Disturbance		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Workplace Violence		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Civil Disturbance		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Truck Bomb		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Mail/Package Bomb		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Active Shooter		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Intentional Biological Agent Release		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Intentional Radiological Material Release		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Theft of 'Select Agent'		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		Animal/Crop Eco-terrorism		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		AVERAGE SCORE		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00

		0

		0
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