University of California Office of the President 
Department Information Security Checklist
Department Name _____________________________________________   

	Question
	Response/Comments/ Description
	Yes / No

	Department planning
	
	

	· Who is assigned responsibility for information/ data security policy? 
	
	

	· Is there a department information security program?  
	
	

	· Has a security risk assessment been conducted? When? By whom?
	
	

	· If a security risk assessment has been conducted, does the security risk assessment:
	
	

	· Identify all resources that store or transmit restricted data? E.g. PDA, servers, laptops, backup systems.
	
	

	· Identify relevant threats and vulnerabilities?
	
	

	· Is a data inventory maintained? Who maintains the inventory? How was the inventory compiled? How often is it updated? How is inventory validated? 
	
	

	· Does the department have restricted data, e.g. FERPA, HIPPA, GLB, or SB1386 (data with SSN and names)?
	
	

	· Is a physical device inventory maintained? Who maintains the inventory? How was the inventory compiled? How often is it updated? How is inventory validated?
	
	

	· Is an inventory maintained of software added to standard-configuration desktops? Who maintains the inventory? How was the inventory compiled? How often is it updated? How is inventory validated? 
	
	

	· Who in the department is responsible for configuring devices and systems to ensure compliance with security and connectivity standards?
	
	

	· Have changes been made to standard desktop configurations? What were the changes? Who manages and tracks changes?
	
	

	
	
	

	Incident Response Plan
	
	

	· Does the department have a security incident response plan?
	
	

	· Who in the department is responsible for handling security incidents and implementing remediation?
	
	

	Does the security plan:
	
	

	· Document processes and controls needed to enhance security?
	
	

	· Identify department requirements to access restricted data? 
	
	

	· Include staff training? 
	
	

	· Include implementation strategies to protect data (see below)?
	
	

	
	
	

	Securing Restricted Data
	
	

	· Are devices that store or use restricted data (including backups) physically secured?
	
	

	· Is encryption used for transit and storage of restricted data on devices?
	
	

	· Is the number of devices where restricted data is stored or used minimized? 
	
	

	· Are network management tools, such as firewalls, IDS system, vulnerability scanning, and content scanning (spam, virus, restricted data, etc.) used?
	
	

	· Is access to restricted data logged? 
	
	

	· Describe authentication and access controls. 
	
	

	· Is data backed up routinely? How often? Where is the backup data stored? Has the data restore been tested? 
	
	

	· Is there a business continuity plan? Where is the business continuity data stored? Has the plan been tested? 
	
	

	
	
	

	Security Practices
	
	

	Are the following applications and systems security practices implemented? 
	
	

	· Anti-virus real time protection is active and virus definitions are current (automatic update on / enabled). 
	
	

	· Windows/MS Office security patch management is current (automatic update on/ enabled). 
	
	

	· Other software security patch management is current (automatic update on/ enabled). 
	
	

	· Ports are closed. 
	
	

	· Unused services are turned off. 
	
	

	· Secured application, such as VPNs, SSH, and SFTP, are used for external connectivity. 
	
	

	· Change monitoring tools are operating (system restore is enabled in Windows XP). 
	
	

	· Scanning for restricted data is done periodically.
	
	

	
	
	

	Handling incidents 
	
	

	· Have there been instances where confidential/ restricted data was inappropriately released? Please describe. 

What actions, if any, were taken in response to the incident findings or recommendations? 

Were incident reports (initial and final) sent to IR&C?
	
	

	· Who were the members of the incident response team?
	
	


Name: _________________________________________________________(please print)

Title: __________________________________________________________

Date: ____________________
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